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Keeping the lights on and business operations running 
when energy sources fail are issues that keep risk 
managers and CEOs awake at night. 

Large organizations know the value of business continuity 
management in averting a potential crisis, and, as Europe 
looks towards a winter that could make electricity and other 
power scarce, those without thorough plans could face 
harsh conditions that impact their ability to operate.

This white paper addresses the issues around potential 
power shortages and how proper preparation can help 
organizations develop the plans they need to keep their 
doors open and pipelines of goods and services flowing. 
Risk managers will find steps they can consider to 
strengthen business continuity and resilience if power 
becomes limited.

Risk managers aren’t alone in the effort to conserve energy. 
This report stresses the importance of simple, everyday 
conservation steps that individuals can take to ease some 
of the strain on energy resources.

Early preparation is a key part of the approach. 
Organizations should be taking steps now that can help 
weather a storm that may be just beyond the horizon.  
That essential work could make for a much brighter winter.

Introduction

Introduction



If an unprecedented power shortage predicted for 
Europe this winter turns out to be accurate, there will be 
challenging months ahead for private and commercial 
energy consumers. 

Demand for natural gas, and possibly electricity, could 
exceed supply. Consumers are being asked to take steps 
now to conserve energy, which could help avoid such a 
crisis, while preparing for the eventuality of shortages  
that could make for a long, cold season.

What is a power shortage? 

A power shortage occurs when demand and supply aren’t aligned. A power shortage 
should not be confused with a power failure, when power is available, but supply is 
interrupted because of technical faults, weather events, malicious activities or for  
other reasons.

A looming catastrophe?

The extent of a possible power shortage and determining 
whether it could affect gas and electricity at the same time is 
very difficult to predict. An accurate assessment depends 
on factors such as the availability and quantity of current gas 
supplies and how that might change over the winter, weather 
forecasts for coming months*, economic and political 
developments and how quickly and to what extent 
alternative energy sources can be established and made 
available to consumers. The effectiveness of energy-saving 
measures and the technical availability of non-gas-powered 
power stations must also be considered.

EU legislation has introduced the “Save Gas for a Safe 
Winter” plan1 to help avoid gas shortages. Various countries 
are preparing plans and regulations for further measures in 
case a power shortage affects private and commercial 
power consumers. 

* The weather does not only influence the heating or cooling 
demand, but also the production of hydro power stations, 
the maximum power output of thermal power stations due to 
possible limitations of their cooling or available transport 
capacities on rivers or in electrical grids.

Consider these steps:

Voluntary or mandatory restrictions on power consumption 
for non-essential applications

Power rationing (limiting supply to a certain percentage of 
normal supplies)

Regional power shutdown plans over a certain period (called 
load shedding, and in some countries known as brownouts) 

It is clear: Every kWh of energy saved today helps reduce 
the impact of a possible power shortage. Therefore, we all 
have to act now. If a shortage cannot be averted, private 
and commercial energy consumers must prepare for the 
possibility that more drastic power supply limitation 
measures may be coming.



Why is it important to start saving gas and  
electricity now? 

Europe relies heavily on non-renewable energy sources. In 2020, 35% of energy consumption came from petroleum 
products, electricity contributed 23%, natural gas 22%, direct use of renewable energy (non-electrical use) 12%, derived heat 
such as district heating 5%, solid fossil fuels (mainly coal) 3%2. The following graph illustrates the high dependency of Europe 
on imported fossil fuels such as natural gas:

Energy balance flow 
for the EU27 in 20203 

Source: European 
Commission. How does  
energy flow in the EU?

The importance of saving energy is easy to see when 
considering Europe’s dependency on non-renewable 
sources. As the following chart shows, the largest 
share is from petroleum products.

https://ec.europa.eu/eurostat/cache/infographs/energy/bloc-2d.html?lang=en
https://ec.europa.eu/eurostat/cache/infographs/energy/bloc-2d.html?lang=en
https://ec.europa.eu/eurostat/cache/infographs/energy/bloc-2d.html?lang=en


Electricity 

In 2020, power was generated in the EU from 
the following energy sources: 39% renewable 
power (14% wind power, 13% hydropower, 5% 
biofuels, 5% photovoltaic, other sources such 
as geothermal, thermal solar or tide/wave/ocean 
contributing less than 1%), 36% fossil fuels (with 
natural gas contributing 20%) and 25% nuclear 
power.4

As the chart shows, the fuel sources used for 
power generation vary considerably..

Seasonal electrical power consumption in 
Europe differs from country to country. While  
it is higher in central and northern European 
countries in winter due to demands for heating, 
southern countries see consumption peak in 
summer because of demands for cooling.

Predictions of power generation capacities  
for winter 2022/23 are uncertain because  
of a number of factors. Traditional net power 
producers in France, for example, can be 
affected by forced outages at its nuclear power 
plants.5 Countries such as Norway with 
hydropower are experiencing low reservoir 
levels, leading to reduced generation capacities 
and exports.6 And, it is unclear how much gas 
will be available for power generation during  
the winter. 

The fuel sources used for power generation vary considerably from country to country:

Production of electricity by source, 2020 in% 

Source: European Commission. What is the source of the electricity we consume?

https://ec.europa.eu/eurostat/cache/infographs/energy/bloc-3b.html?lang=en
https://ec.europa.eu/eurostat/cache/infographs/energy/bloc-3b.html?lang=en


Gas 

The demand for gas in Europe is highest in winter as consumers heat homes and businesses. This is why several 
countries operate gas storage facilities that are filled from spring to autumn to typically 80% to 100% and 
emptied during winter to 20% to 60%, depending on temperatures. Storage capacity in Europe is sufficient for an 
average consumption of 98 days7, with the exact value differing from country to country and depending on 
whether countries are exporting gas to countries having no or limited gas storage. The normal heating period 
lasts from October 1 to March 31, 182 days.

 
As of October 4th, 2022:

Filling levels of European gas storage sites 

Storage capacities in five countries (Germany, Italy, France, 
the Netherlands and Austria) make up two thirds of the EU’s 
total capacity. As an agreed minimum target the EU aims for 
85% filling level of storage facilities by end of 2022. Germany 
has even a target of 95% by that date. Early October, the 
average gas storage level among member states was close 
to 90%8. However, the cost for replenishing the gas storage 
sites for this winter are 10 times higher than average filling 
costs in the past, expected to exceed 50 billion euros.9

Important Considerations

Each kWh of electricity saved will reduce the amount of gas 
needed for power generation or the use of water in hydro 
storage plants. This helps replenish gas storage and saves 
water reserves for winter power generation. These measures 
increase the reliability of the power supply in winter.  
Each cubic meter of gas not used for heating or industrial 
purposes will help keep gas storage levels high and will 
reduce the rate of withdrawal during winter, helping  
ensure gas supplies are adequate in winter. 

Source: Reuters. 89.8% of EU gas storage is filled.

89.8% of EU gas 
storage is filled.

Business continuity management is an essential part of 
preparing for extraordinary situations. In the event of power 
shortages, a plan that is developed and tested will allow  
for quick and efficient action to manage the challenge.

There are several important steps to take when putting 
together your plan to prepare for and mitigate an energy 
shortage, as described in the following section.

https://graphics.reuters.com/UKRAINE-CRISIS/EUROPE-GAS/zdvxozxzopx/


Experience shows that exceptional situations are handled 
best with proactive measures that anticipate problems, 
allowing quick and effective action when challenges arise.

The process of preparing a business for exceptional 
situations is known as business continuity management 
(BCM) and consists of the following five steps:

Analyze first, then define, develop, implement and revise

This cycle is not a one-off, it must be redone when influencing 
factors such as the regulatory environment, the general 
energy supply situation or the company’s supply chain 
conditions change. 

1. Analyze

In this step, identify critical business processes that 
could be affected directly or indirectly by a gas or 
electricity shortage. Consider whether shortages 
could lead to physical damage; cause harm to 
people, animals, the environment, owned property 
or third-party property or have a significant 
business impact.

Use different shortage scenarios such as:

No gas available for a certain period

Limited amount of gas available

Limited amount of electricity available and/or 
regulatory prohibitions to operate certain 
equipment

Lack of external electricity supply for a period of 
scheduled load sheddings that cut the electricity 
supply to consumers for a certain period of time  
to balance demand and supply in the grid

Worst case: No gas or electricity available at the 
same time

The recommended approach is to analyze each 
step and their compulsory sequence in various 
business processes.

Determine the consequences on your business 
processes in the event the above scenarios 
occurred. What is the maximum acceptable 
duration, severity and frequency of each, 
considering the steps you have implemented  
to strengthen resilience?  

Also, consider the time, expense and work it would 
take to restart an interrupted business process. 

This will allow you to identify critical business 
processes.

In this step, do not include only activities using 
gas and/or electricity, but also indirect 
dependencies from suppliers for raw materials 
and semi-finished goods, consumables, utility 
services such as water, heat or steam supply,  
IT and telecommunication services, effluent 
discharge treatment or the removal of other 
byproducts. These areas could be affected by a 
physical shortage of gas or electricity or regulatory 
restrictions that could hamper supply. In addition, 
business should analyze whether customers will 
be able to pick up your products or services when 
being affected themselves by a gas or electricity 
shortage or regulatory restrictions. This can also 
apply to service providers who remove waste or 
other products from your operations.

Consider the availability of staff. They will be 
personally affected by power shortages and may 
not be fully available to work. Staff may also be 
dealing with pandemic-related issues. 

See Section Analyzing Business  
Continuity Management for  
additional guidance.

Preparing is essential – 
business continuity 
management in the 
energy business



2. Define

Define your protection targets. Determine the 
business activities and processes you want to 
ensure are continued and prioritize them. 

See Section Defining Business  
Continuity Management for  
additional guidance.

3. Develop

Define the necessary measures for making your 
prioritized business processes resilient to gas  
or electricity shortages. These measures may  
be, among others, changes to energy sources, 
modifications of process steps regarding 
sequence, duration, location or batch sizes of 
goods, additional storage of goods and the 
implementation of procedural or organizational 
measures that may include the decision to  
shut down certain processes in a safe and 
controlled way.

See Section Developing Business  
Continuity Management for  
additional guidance.

4. Implement

Implement the defined measures. Test their 
effectiveness before a shortage occurs. It is 
important to involve your staff that would run your 
activities; they must be aware of your plans for 
operating the business in a shortage situation  
and must be trained to do so.

See Section Implementing Business  
Continuity Management for  
additional guidance.

5. Revise

A revision of the BCM process cycle or parts  
of it can by triggered by various events such as:

The intended measures developed in the 
“Develop” step turn out to be unrealistic

The results of the implementation verification. 
Changes in the regulatory environment 

Change in various boundary conditions, such  
as energy market conditions and development, 
the general political and social situation or the 
pandemic situation.

 
See Section Revising Business  
Continuity Management for  
additional guidance.

 
Of course, businesses hope that energy shortages 
remain nothing more than a possibility. But 
practicing energy conversation can not only help 
prevent shortages, it may keep regulators from 
imposing regulations that organizations would  
be forced to implement. Risk managers should 
consider a number of energy-saving practices, 
which are outlined in more detail next.

Preparing is essential – 
business continuity 
management in the 
energy business



Saving electricity and gas:  
Do it now or mandates may require it
There’s no need to wait to begin saving electricity and gas. And 
putting it off may mean that regulators will make the choice for you. 

Many of the changes are simple, while others may require 
investments and help from professionals. These more complex 
and time-consuming measures typically yield higher energy 
savings. Such investments not only help reduce the impact of a 
power shortage, they can generate savings, especially as energy 
prices continue to climb.

A single measure may not make a big difference, but the sum of 
many small changes by many users can add up to real savings in 
costs and energy consumption.

It is important to explain energy conservation changes to 
employees, customers, suppliers, regulators and other authorities. 
This will build support for the measures and make stakeholders 
aware of the risk of a power shortage that could affect them 
personally. That should generate ideas on how they can reduce 
their own power consumption and they should be encouraged  
to share their thoughts on energy savings.

Practical tips for you 
and your business

Stay safe 
Regardless of the energy-saving 
measures taken, it is critical to ensure 
that they do not create a risk to people, 
animals, the environment, property, or 
third-party assets.



Food for thought

Here are ideas on how electricity 
and gas can be saved; it is not 
intended to be complete but 
should be regarded as 
considerations for starting or 
furthering the process of preparing 
for possible power shortages.

1. Switch to other  
energy sources

Replacing electricity and gas with other means  
of energy is the most effective way to cut usage. 
But there may be drawbacks such as safety 
issues, increased emissions, reduced overall 
energy efficiency and uncertainties regarding  
the future availability and cost of alternative 
power. There could be considerable investment 
costs and long project execution times, as well  
as increased space requirements, mainly for 
storing alternative energy sources.

Things to consider when switching energy sources:

Existing dual fuel systems: If you have a dual fuel system 
(typically gas and a liquid fuel such as diesel or heating oil) 
that was operational in the past and has been properly 
tested, have a specialist check the system before putting  
it back into service. This is particularly important for liquid  
fuel systems that have not been used for more than a few 
months. Such systems may not be operational and could 
pose significant safety risks if they are not properly 
recommissioned. Clarify with authorities whether you  
are allowed to use a different fuel than gas, which could 
violate emission regulations. 
 
Existing liquid fuel stock stored for long periods should  
be checked for its quality, as the composition of liquid fuel 
changes with age. Fuel not in line with the minimum quality 
requirements specified by the manufacturer of the 
fuel-burning device may damage components.

Reactivation of existing non-gas-based energy systems: 
Particularly in energy-intense industries, non-gas fired 
production equipment may have been installed but not used 
for economic and environmental reasons. Such systems are 
typically not kept in a ready-to-use condition and require a 
refurbishment before they can be reused. Also, storage and 
fuel-handling facilities must be available and fuel stocks have 
to be replenished. In specific cases, reactivation of these 
systems could be an option, provided it can be done in line 
with regulatory requirements.

Replacing natural gas with liquefied gas (LPG): LPG consists 
mainly of propane and is most often produced from natural gas 
or partially from crude oil in refineries, which could lead to 
supply issues if the natural gas-based production process 
became unavailable in an acute gas shortage situation.  
As its physical properties are different from natural gas,  
a 1:1 replacement is not always possible without modifications 
of the existing natural gas systems. The involvement of a 
specialist is mandatory in case the existing gas system is  
not explicitly suited for LPG. 
 
LPG is typically stored in tanks on site, which requires the 
installation of infrastructure to house the tanks. Smaller 
LPG-consuming devices such as stoves or gas refrigerators 
may be fed from special LPG cylinders and do not require  
the same investment in infrastructure.

Replacing natural gas with petroleum (kerosene):  
This replacement could be a temporary option for smaller 
consumers for use in kitchen appliances or for spot heating 
purposes when gas-based heating systems are temporarily 
unavailable. A possible commercial application is the use  
of kerosene in petroleum refrigerators used for storing 
products such as drugs or vaccines to ensure they are  
kept cold without interruptions. 
 
As with all combustible liquids, petroleum carries specific  
risks and it should be handled and used only by trained and 
competent personnel.



Replacing natural gas with electricity: Natural gas can  
in some cases be replaced by electricity, such as for the 
production of warm water when a gas-fired warm water 
boiler is equipped with electrical heating elements or when 
using portable electrical heaters instead of a permanently 
installed gas-fired heating system. However, due to 
uncertainties with the electrical supply in the coming winter 
in various countries, this alternative may not be an option 
because mobile heaters may be banned due to their 
high-power consumption.

Replacing natural gas with other energy sources:  
Various alternatives, such as connecting to an existing, 
non-gas-based district heating system, the installation  
of heat pumps replacing gas-fired heating systems, the 
installation of photovoltaics or the installation of a 
biomass-based energy supply are worth considering. 
However, the duration of projects to implement these 
systems may be too long if an extended power shortage 
occurs in the coming winter. Completion could be 
aggravated by delivery times for required components  
and the availability of specialists to complete the work.

Replacing electricity with fuel oil: Electricity-based heat 
and warm water production can potentially be replaced by 
oil-based systems that could include fixed systems that are 
already connected. If this is the case, systems should be 
checked beforehand by specialists and safe operation  
has to be ensured. It should be noted that such systems  
will not operate during load sheddings without a power 
supply as the systems will require electrical power for 
control purposes, pump and valve operation.

Replacing electricity with diesel: Electrical power 
consumers can be fed from mobile diesel generators. 
 
Electrical transport vehicles such as forklifts or pallet trucks 
may be replaced by diesel powered devices.

Replacing electricity with liquefied gas (LPG): Smaller 
electrically powered heat-generating equipment such as  
that used in kitchens may be replaced by LPG equipment. 
 
Electrical heating systems may be replaced by LPG-based 
heating systems, but the project durations could be too long to 
prepare a possible power shortage in the coming winter, made 
worse by the scarce availability of components needed to 
complete the replacement.  
 
Electrical transport vehicles such as forklifts or pallet trucks 
may be replaced by LPG-powered devices.

Replacing electricity with petroleum (kerosene): This could 
be a temporary option for smaller consumer goods such as 
kitchen appliances or for spot-heating when electricity is 
temporarily unavailable.  
 
A possible commercial application is the use of petroleum 
refrigerators for storing items that need to be kept cold without 
interruption. As noted, petroleum should be handled only by 
trained personnel.

Replacing electricity with natural gas: Replacing electricity  
by gas is not a large-scale option, but could be a temporary 
case-by-case solution. For example, it could be useful during 
load sheddings or brownouts when gas is available but power 
is not. Among the possible uses would be production of warm 
water. This replacement is not feasible for load sheddings 
without grid-dependent power supply because such fixed 
gas-based systems require electrical power for various 
operations. 
 
As with other options, a possible commercial application is to 
power gas refrigerators. 



Replacing electricity with other energy sources: 
Alternatives such as connection to an existing, preferably 
non-gas-based district heating system or the installation 
of heat pumps for the replacement of electrical heating 
systems are possible. However, as with other options, 
replacement project durations could outlast a possible 
power shortage this winter and availability of components 
and specialists could be problematic.

Replacing electricity with own electricity production: 
Some facilities are equipped with their own, typically 
diesel-based, emergency generators. Such generators 
are not usually powerful enough to maintain the normal 
operation of a facility but are intended to bring critical 
equipment into a safe condition, keep it safe and support 
vital functions. Existing generators may have spare 
capacity that could be made available to other 
consumers, reducing the need to import power in a tight 
supply situation. These replacements must be done by 
specialists and have to meet all regulations regarding 
safety, emissions and grid stability.  
 
The installation of photovoltaics or wind power preferably 
in this context together with battery storage systems or 
diesel/petrol generators is also possible. Again, however, 
it could take too much time to complete such projects to 
be helpful if power shortages occur this winter.



2. Cutting back:  
Save by switching off and decreasing use

Switch it off completely

Switch off non-essential illumination and other sources of 
electrical power consumption, including: 

Decorative illuminations indoors and outdoors

Luminous advertising

Illuminated company nameplates

Shop window lighting

Advertising and information screens

Decorative power consumers such as fountains and art

Illumination for unused rooms 

Heating, ventilation and air conditioning (HVAC) systems  
for unused rooms

Escalators

Equipment not in use permanently or for a foreseeable time

Leisure equipment such as saunas, fitness rooms or 
whirlpools

Switch it off for specific periods

If not all the previously mentioned sources of electrical 
power consumption can be permanently switched off, 
consider turning them off during periods of non-use, 
such as nights, weekends and holidays. 

Automatically switching off and on is a more efficient 
way to reduce consumption than relying on human 
intervention. Many electronic devices such as 
modems and routers can define activity times for a  
day or throughout the week. Consider equipping  
such devices as warm water circulation pumps,  
local HVAC equipment or illumination that must  
be on with programmable clock timers.

Put it to sleep

Many devices such as those for offices, IT equipment, 
consumer electronics and various appliances have 
built-in power-saving modes, putting the devices into 
a stand-by mode after a certain time of non-usage. 
Make sure these power-saving modes are activated 
and set properly.



3. Separate it from the supply

Today, a lot of electrical equipment is 
permanently connected to the grid, even 
when it is used only sporadically. 

Although power consumption by devices with 
stand-by capabilities has declined significantly in 
recent years, the savings have been at least partially 
offset by the fact that there are more of the devices  
in use. Typical stand-by equipment that can be 
separated from grid when not in use includes:

Power supplies to laptops or computers

Computer screens

Office devices such as printers, copiers, scanners, 
faxes or multifunction devices (MFD)

Chargers

TVs or radio sets

Tools and appliances

4. Adjust temperatures  
and illumination

Heating is the largest energy user. Globally, 
50% of total energy consumption is used for 
heating purposes10. In the EU, around 63%  
of the residential energy consumption is  
for heating11.

Reducing heating is probably the most effective way to 
reduce energy consumption, with room heating and 
domestic water heating being the easiest areas to target  
in the short term. Professional support may be required  
to achieve the targeted energy savings.

Room heating: Lowering room temperature saves energy 
of around 5% per degree.  
 
When defining target room temperatures, take into 
consideration the type of activity taking place in the room 
and its occupancy. Different rooms may require different 
room temperature settings. Unused rooms or those 
entered occasionally for short periods may not need 
heating at all or just enough so that equipment stays within 
its storage/operating temperature range and freezing of 
susceptible installations or equipment is avoided. Ensure 
room temperatures are high enough that no mold can form 
on cold walls. 
 
Consider replacing room heating control devices with 
smart ones that can lower temperatures in rooms when 
they are not used, such as nights and weekends. 

Domestic warm water: The ideal warm water temperature 
setting is 60 °C/140F. Ensure the temperature does not  
fall short of this value to prevent the growth of harmful 
legionella bacteria.

Illumination intensity: Consider reducing the intensity of 
illumination. This can be done by using spot illumination 
instead of area-wide illumination, reducing the luminosity  
of illuminants or removing or disconnecting a portion of the 
illuminants in area-wide illumination. 
 
Energy consumption is directly linked to power output. In many 
cases, energy consumption is increasing faster than output. 
Therefore, reducing or limiting output can lead to considerable 
energy savings. 

Transportation speed: Reduce the speed of vehicles or  
other transport systems used to move materials. Avoid  
quick acceleration, use recuperation where possible for 
reducing speed.

Computing power: Reduce the computing power of servers.  
A reduction of the clock frequency of 5% can lead to a power 
consumption reduction of 25%. As an additional positive side 
effect, the cooling demand will be reduced. On personal 
computers or laptops, the user can often select the 
performance mode from software settings. Don’t use the  
full performance mode unless necessary.

Lower the rotational speed: The higher the rotational speed  
of a motor, the higher the power consumption. When different 
speeds can be selected for a certain activity, use the lowest 
speed setting possible that does the job. Some examples of 
where this can be useful are with tools, vacuum cleaners, 
stirrers and fans.

Switch off devices with a main switch or disconnect 
them from the power supply by physically removing  
them or using an external switch.



5. The chill factor

Cooling is another considerable energy user. For 
prompt energy savings, there are two main areas 
to focus on: Room cooling and cold storage.

Room cooling: Consider an increase in room temperatures 
when outside temperatures require cooling. As for room 
heating, as noted above, also consider the activities and 
occupancies for specific rooms and areas. Consider the use 
of different or additional cooling methods such as fans or 
venting by opening windows and doors to reduce the power 
consumption of air conditioning systems.

Cold storage: Increase the temperature of cold storage 
installations to a level in line with the goods stored. 
Refrigerators and freezers are often set to lower 
temperatures than necessary from a conservation 
standpoint. 
 
Note that temperature settings may need to be lowered in 
case of scheduled power interruptions to ensure stored 
goods remain preserved during the periods when they  
can’t be actively cooled.

6. Use it less often

Reducing the frequency of activities that 
consume gas or electricity can help reduce 
energy consumption. Some ideas:

Transport: Reduce the frequency of scheduled or 
unscheduled transports.

Washing and cleaning: Reduce washing and cleaning 
activities; change from a scheduled activity to a  
“when really required” mode. Use the full capacity  
of washing and cleaning equipment, don’t use them 
partially filled only.

Heat and cold: In processes requiring a heating up or 
cooling down of equipment, using the equipment for 
several applications avoids frequent heating up and 
cool down. Examples are furnaces, ovens, but also 
smaller kitchen equipment such as coffee machines 
and ice makers.



8. Maintain it

Systems where heat or other energy transfers take place or 
where fluids are moved encounter gradual efficiency losses over 
time through wear, fouling, corrosion, clogging, dirt or limestone 
deposits or increased surface roughness, all of which leads to 
increased power consumption. Proper maintenance can prevent 
a loss of efficiency. 

Machinery and HVAC systems: Examples of systems that experience gradual 
losses over time through normal operation are HVAC systems, process cooling 
systems, heat exchanger such as hot water tanks, but also machinery such as 
turbo machinery systems. Adjusting parameters such as inlet and return 
temperatures or flow rates on heating systems can have a significant impact on 
overall efficiency. Ensure heating systems are clean. 
 
Ensure such systems are regularly and thoroughly maintained by specialists 
and good routine maintenance including regular cleaning activities are 
performed.

Thermal insulation: Regularly check insulation systems for integrity and 
completeness. Repair them when insulation is missing, damaged or wet.

Glass surfaces: Ensure windows are clean, allowing sunlight to enter a building. 
This helps reduce power consumption for lighting and heating. Glass surfaces 
of photovoltaic installations should be cleaned regularly, which helps reduce 
the need to import power from external sources. For the same reason and to 
increase the lifetime of PV panels, ensure that vegetation does not shade PV 
installations.

Cold storage: Regularly remove ice formations, clean cooling fluid/air heat 
exchangers.

7. Make it more efficient

Modern and clever devices and installations often use considerably 
less energy for the same purpose as older or “dumb” ones. Some 
examples are:

Insulation systems: Thermal losses are a significant source of energy 
losses. Modern and complete insulation for buildings, on piping and 
storage vessels for hot and cold goods, cold stores or furnaces help 
reduce energy losses. Ensure such areas are properly insulated with a 
modern and effective insulation system. While some insulation 
improvements will require investments and have to be done by specialists, 
smaller insulation improvements can be made at close to no costs, such 
as insulating gaps between frames and window or doors.

Light sources: Modern LED light sources save up to 80% in energy 
compared to conventional light sources.

Electrical devices: Consider replacing old, energy inefficient devices 
close to the end of life with energy efficient ones.

Flow limiters: Water flow limiters, especially when installed in warm water 
installations, help to reduce the consumption of hot water, and, as such, 
energy. Install flow limiters on all water outlets such as taps and showers 
that provide warm water.

Mechanical drives: Single speed mechanical drives often do not operate 
efficiently outside their designed operating point. Typical examples are 
devices such as fans or pumps, even those in residential heating systems, 
that are moving fluids. Equipping such devices with variable speed drives 
can considerably increase their efficiency and reduce power 
consumption.



10. Use energy wisely

Individual behavior heavily influences energy 
consumption. When everyone uses energy 
wisely, the savings add up. Consider these 
energy-conscious ideas:

Be mindful of wasting energy:

Don’t let water flow without using it during personal 
hygiene, washing or cleaning activities.

Switch off devices that consume power when you aren’t 
using them. 

When accessing cooled or heated areas such as cold 
storage, furnaces or rooms equipped with HVAC, use  
as little time as possible, close doors immediately and 
completely. Ideally, such doors have a self-closing 
design.

When venting rooms, do it quickly. Don’t leave windows 
partly open. 

When cooking or using hot water for other activities, use 
as little water as possible, use lids and well-insulated 
equipment.

In the evening, lower blinds in a building to reduce heat 
losses during cool weather.

Choose the least energy consuming method for an 
activity. The list of possibilities is endless. Some ideas:

Use human power instead of a powered device:  
 
 
 
 
 
 

9. Merge it

Often for convenience and efficiency during 
normal operations, more than the minimum 
required equipment may be in place at some 
locations, with some of it unused. Consolidating 
this equipment could lead to energy savings 
during a power shortage. 

Redundant equipment: Examples of typically redundant 
equipment are printers, copiers and multifunctional devices, 
coffee machines, refrigerators and freezers, hot water 
dispensers, vending machines and electronic information 
boards. Reduce the number of such devices, separating 
those that are dispensable from the grid.

Space management: Rooms are often not fully occupied. 
Consider concentrating staff in a limited number of rooms 
and reducing HVAC for unused rooms to the absolute 
required minimum.

Collaborate with other companies: Companies in the same 
vicinity may run similar energy-intense activities such as 
heat treatments to modify the properties of materials or 
support services such as operating a canteen. Consider 
merging such activities to save energy.

• Do manual cleaning with a brush instead of a vacuum 
cleaner. 

• Use manual tools instead of electrical tools. 

• Take the stairs instead of the elevator. 

• Use a manual trolley instead of an electrical one.

Use natural energy sources: 

• Dry laundry without a tumbler. 

• Open shades or blinds to let sunlight in during the day 
and switch off electrical lighting. 

• Dry hair without a hairdryer.

When you have alternative methods for an activity,  
use the least energy consuming: 

• Use water cookers instead of heating water in a pan. 

• Use pressure cookers instead of normal pans. 

• Wash laundry or other goods at the lowest possible 
temperature. 

When you have a choice of devices for the same purpose, 
select the most energy-efficient option. For example, 
choose the most energy-efficient refrigerator or the car with 
the lowest energy consumption rating.



Additional measures 
for peak load shedding 
in case of a power 
shortage

While they won’t reduce total 
power consumption measured 
in kWh or MWh, some 
measures help lower peak 
power demand measured in 
kW or MW. This is important 
when the power supply is 
burdened, helping avoid 
unscheduled power 
interruptions due to overload.

Start slowly

Equipment that consumes a lot of electricity, such as big 
motors, furnaces, ovens and transformers draw a lot of starting 
current when switched on. These currents flow for a short time 
but create a peak power demand.

Consider these measures:

Sequential switching: When switching on a large number of 
devices that consume electricity, don’t switch them on at the 
same time. Start them up sequentially as a way to shave the 
power demand peak.

Limit starting currents and load ramps: Where technically 
feasible, limit starting currents by using soft starters for large 
motors or star-triangle switches. If load ramps can be set or 
programmed, reduce these.

 
Work in sequences

Performing energy consuming activities in parallel means high 
power consumption. To reduce the load demand, consider 
changing parallel production steps to sequential production.

With year-round energy conservation measures in 
place as part of a continuity plan, businesses are 
urged to take a close look at their business 
activities and processes, with an eye on how a 
potential energy shortage will affect them.



Analyzing  
Business Continuity 
Management

Analyzing business processes in the context of a power shortage 
means creating an overview of the steps taken  
in different activities of your business. 

For each step in analyzing business continuity  
management, consider:

What is the added value created per step? What is the core activity?

What gas-powered or electricity consuming equipment is required 
in this step? What is the minimum required power for the 
equipment? What is the maximum power consumption? What is the 
normal power consumption?

What is the step before and afterward? This should also consider 
steps taken by suppliers, contractors or customers.

What triggers a step? This can also be an external trigger,  
like an order. Analyze by what means a trigger is set – is it a  
call, an email, information over an electronic system, a letter, verbal 
information?

Analyze which supplies such as raw materials, semi-finished goods, 
tools or consumables are required for a specific step. Some 
examples are: Compressed air, water and lubricants.  
 
What are the energy sources for providing these materials? Note 
that these energy sources may be outside your own business.

Analyze which supporting processes and information you need for a 
specific step. Some examples are: Illumination, a conditioned 
environment, machine data, instructions, internet connection. 

What are the energy sources for providing these services?  
 
Note that these energy sources may be outside your own business.

Analyze the required staffing and qualifications for this step.

Depending on the type of business, this analysis is either best done 
forward or backward, following the compulsory sequence. The 
applied granularity of this analysis should follow the principle “as 
granular as required, as coarse as possible” to ensure the BCM 
process does not take too long.

In parallel, develop a set of possible shortage scenarios such as:

No gas available for a certain period

Limited amount of gas available

Limited amount of electricity available/regulatory prohibitions to 
operate certain equipment

No external electricity supply for a period of scheduled load 
sheddings

Worst case: No gas and no electricity supply at the same time

 
Consider the following questions and consider the consequences 
of your answers:

Do you have equipment or products that may get damaged?

Are there activity steps that may create a hazardous condition for 
people, animals, the environment, property or third-party assets?

What would be the impact on other business activities? Would their 
functionality and ability to perform be hampered?

What efforts would be required for re-starting a business step in 
terms of availability of energy, time, materials and human resources? 
What would it cost?

Also assess the impact on suppliers, customers and others that 
receive your products and services, including those such as waste 
removers. 



Once vulnerabilities have been identified in 
each step, they can be addressed to achieve 
maximum business continuity with the least 
possible business impact.

When addressing vulnerabilities, it is important to 
consider regulatory restrictions that could affect your 
business and that of suppliers and customers.

Consider:

The need to run processes at full or reduced capacity

Keeping production equipment and areas such as 
clean rooms and furnaces on stand-by

The need to shut down such facilities

 
Within each category, activities are then prioritized 
according to their potential impact on overall business 
activity. This will ensure availability of internal and 
external resources including energy and materials,  
while also ensuring specialists are available and  
used efficiently.

Defining  
Business Continuity 
Management
Gear Wheel



Keep it safe

Measures changing established processes and 
procedures, using new materials, modifying or adding 
new equipment always increase the probability for 
overlooking flaws and hazards which may in turn create 
a danger to people, animals, the environment, property 
or third-party assets. Planned measures must therefore 
be carefully analyzed before being implemented.

Management of Change

Management of Change (MoC) is a structured process 
used prior to implementing changes in procedures, 
installations, processes, raw materials or products,  
to ensure that those changes do not inadvertently 
introduce new hazards or unknowingly increase risks.

MoC forces companies to take a step back, analyze 
proposed changes and evaluate all potential risks.  
Then a systematic plan on how to reduce or prevent 
those hazards can be developed.

Here are some suggestions on measurements that can  
be taken as part of the BCM process:

Need to change working times?

Adjusting working or opening times can be an effective 
way to increase business resilience:

Shift energy-intense activities to times when power demand  
is lower, such as during nights or weekends. 

Run business processes at lower output but over longer 
periods of time by introducing a shift working system or 
extending an existing one.

Adjust working or opening times to the periods power is 
available. For example, avoid times such as those when load 
shedding is taking place.

Analyze the time elements of a production cycle including 
setup times, startup times and cleaning or maintenance times 
and fit them into the schedule of available power.

When changing employee rosters, contact authorities, unions 
and employees early.

Ensure that you have the right employee skills available when 
your business activities are affected by shortage phases.

Developing Business 
Continuity Management



Is your stock of materials and storage space sufficient?

If your suppliers of raw materials, semi-finished goods or 
consumables are affected by a power shortage, expect 
deliveries to be delayed, reduced or cancelled. Businesses 
can strengthen their resilience to such problems by:

Increasing stock inventories ahead of the winter season

Sourcing materials from suppliers that may be less affected by 
a power shortage because of their location or the mix of energy 
they use.

Do you have enough storage space with proper storage 
conditions? Do you need additional temporary storage areas? 

This applies also to storage areas for your products as well as 
waste products that may not be removed as frequently and in 
the same quantities. 

In addition, determine whether you can consign stock so that it 
is easily retrieved from a warehouse during a power shortage. 
Determine whether lights and air conditioning in storage areas 
need to be fed by emergency power. Does your IT warehouse 
management system have access to emergency power? Can 
you run a paper-based storage management system, at least 
for a limited period of time?

Do you know how to restart your equipment? 

A considerable part of gas-fueled or electrical equipment will 
automatically be ready for operation after a restart. Although 
practical, this may pose some risks if operations resume 
automatically but unintentionally. Other equipment may  
require additional care either by trained personnel or 
specialists from the original equipment manufacturer or a 
service company. In rare cases, such as with turbo engines,  
a restart may not be possible after the restoration of a power 
supply until the engines have cooled down. And, they may 
need inspections. Equipment such as clean rooms will require 
considerable restoration times.

In the worst case, such as with some furnaces or smelting 
plants, a restart is not possible because these could be 
damaged by an energy shortage. For these reasons, each 
energy BCM measure plan should stress the following:

Awareness of the behavior of equipment in the event of an 
energy shortage and its behavior when the power supply 
resumes. Include secondary equipment such as electrical 
doors – in the worst case, they could lock personnel out and 
interrupt business activities.

Define measures to bring equipment to a safe condition in 
case of energy supply interruption. Know how to isolate them 
manually from the supply, how to operate them manually and 
how to restart them.

Identify equipment that can’t be restarted without external 
assistance. Make arrangements with required specialists and 
check possibilities to qualify staff for this kind of operation.

Equipment that may not be operated safely or can’t regain 
normal operation based on realistic power shortage scenarios, 
should be shut down safely before a shortage occurs and 
properly preserved. 

Developing Business 
Continuity Management



Can you produce energy-intense products?

Before a power shortage becomes a reality, consider 
performing energy-intense production steps and put 
nearly-finished or finished goods in stock. This will avoid the 
necessity for energy-intense production during a power 
shortage. In this case, it has to be ensured the required 
quality level can be kept and such goods do not deteriorate 
over time and enough storage capacity is available.

Will you be able to access your data?

Accessing business data is not possible without electrical 
power. Consider these measures to ensure that data is not 
lost during a power shortage:

Back-ups should be stored separately.

Use laptops instead of desktop computers so that you are 
less dependent on external power if electricity is lost for a 
few hours.

Important forms, lists, worksheets, contact data, procedures 
or instructions should be available as hard copies. When 
working in a paper-based environment, define how, when 
and by whom modified data will be migrated back into 
electronic data storage when power is available.

 
Increasing power generation capability – will it work?

Although adding power generation capability is an obvious 
alternative, it should be carefully analyzed. Consider:

The power demand for continuing business activities, even 
partially, from your own power supply often exceeds what is 
realistically possible. The challenges are realistic project 
duration, regulations, economic viability, technical, supply 
and adequate storage for energy sources that are safe from 
a possible energy shortage. 

Furthermore, it does not help when you are self-sufficient,  
but your business partners are not. An example: Even if you 
can ensure through your own power supply that mobile 
communications will function, your mobile communication 
provider may be affected by power shortages that cause its 
antennae to become inoperable.

Increasing grid-independent capacities can be an option for 
essential business processes such as data processing centers 
or cold storage. Additionally, grid-independent power supplies 
may play a vital role in keeping a plant in a position to quickly 
restore critical business activities. 

Consider the following:

Are you able to shut down equipment safely without creating 
physical damage or loss of data, harm to people, animals or the 
environment? Are your own property and third-party assets 
safe in a shutdown? Equipment should be kept safe and 
maintained, even if it is not used for a period of time and 
remains in standby mode. 

Can a quick ramp-up of production be done at a  
reasonable cost? 

If you have systems such as an uninterruptible power supply 
(UPS) and emergency power generators installed, carefully 
analyze whether the power output and maximum delivery time 
are sufficient for the above-mentioned purposes. Increase the 
capacity of batteries if necessary. Also analyze whether UPS 
systems can be completely recharged when electrical power  
is restored. Make sure emergency systems and back-up power 
systems are carefully maintained and tested for functionality 
and capacity before they are needed. 
 
Ensure you have sufficient fuel for emergency generators that 
meets the quality requirements set by the Original Equipment 
Manufacturer (OEM).

Developing Business 
Continuity Management



Once measures are defined, they have to be implemented. 
The following points should be considered:

Document what you have implemented and how you have 
done it. This includes all modifications on equipment, 
settings, procedures and instructions. 

Don’t forget to document the status before modifications  
and adaptions to ensure you can easily revert to normal 
conditions. 

Keep any components replaced or removed in good 
condition and make them easily identifiable.

 
Test the measures you have taken to determine whether they 
will work as planned. Don’t expect that things will work as 
intended once a power shortage is imminent if you haven’t 
tested your business continuity plan and your staff isn’t 
properly trained.

In the test phase, it is important to involve the staff that will 
have to work under the business model during a power 
shortage. Apart from training, make sure you have enough 
people who are qualified to handle the new way of working.

Implementing Business 
Continuity Management

A potential power shortage carries with  
it a lot of uncertainties. The expected 
quantity of energy supplies, the 
effectiveness of voluntary energy-saving 
measures, governmental regulations and 
limitations as well as the weather are 
difficult to predict. Rising energy prices 
may have a significant impact on the 
market, as will the general political and 
social situation where your business and 
those of your suppliers and customers 
are located. Such external factors can 
trigger for the need for a BCM revision.

There are also internal reasons why a 
BCM has to be revised, such as when 
planned measures can’t be implemented 
because of the non-availability of 
products or specialists or verification of 
planned measures showed they did not 
work as intended or were revealed to be 
impractical. 

When external or internal reasons are 
apparent, the BCM process should be 
redone. Furthermore, a BCM plan should 
be reviewed regularly as part of the 
normal management process. 

Revising Business Continuity Management

The following steps should be taken  
in revising the BCM plan:

Have a dedicated power shortage team 
established where all important internal 
stakeholders, and, possibly, critical 
suppliers and critical customers are 
represented.

Document why a BCM plan needs 
revision and which parts should  
be revised.

Make clear which BCM plans are valid. 
Inform your employees accordingly and 
make sure they are not using old plans 
or sets of instructions. Make sure 
BCM-related instructions that are  
no longer valid are removed from IT 
storage systems and hard copies  
are destroyed.

 
Perform regular refresher training  
with your employees to ensure they  
are familiar with the BCM plan.



Risk managers can work to identify potential problems  
and consider resilience measures that will help weather  
a power shortage with the least impact on operations.  
A big part of preparing for an energy-shortage scenario  
is developing a business continuity management plan. 
That means businesses must analyze business processes, 
define vulnerabilities, develop procedures, implement 
plans and revise them when necessary.

Business continuity management is not limited to big 
changes at large companies. Risk managers should 
recognize that even small changes add up to energy 
savings that can help avert a power shortage. Spreading 
the word about conserving energy in everyday tasks such 
as turning off lights and devices when they are not in use 
and saving water while washing clothes can make a 
difference if individuals are aware that such practices  
can help avert a potential energy crisis.

The aim of this paper is to bring awareness to the 
important issue of energy conservation and how business 
continuity management can help prepare for what might 
be a coming storm.

A severe power shortage in Europe is a real 
possibility this winter. How much time businesses 
have to prepare is unclear, but there are actions 
that can be taken now that could stave off a critical 
shortage of electricity and other forms of power. 

In conclusion
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