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Executive summary

A focused, multidimensional, and forwdodking analysis of algorithmic risk to
enable the ethical and responsible use of Al

1al Intelligence(Al) is changingour world
----- er. Unleashinghe power of dataand
ndless business opportunities to
provethe quality of our lives.

suggestedhat Al coulddeliver
of $13 trillion by 2030
Iditional annual global GDP
paperin Nature assertedthat

jestand deliver positive social
ancewith the priorities outlined

ed Nat i olys Sustainable
Goals”.

ssnodelsbecomeincreasinglydigitized,
ves are impacted significantlyby design
S ofl algorithm creators Al applications
broad spectrumof risksencompassingnot
. gulatory compliance but also liability and

- Chapter3.

.

o “This white paper brings together expertise and
:%?fhsightsfrom both Zurichas a global insurer and
Sﬁisk managerandfrom Microsoftasa securityand
~ ltechnology platform provider to illustrate the
" growing spectrumof Al algorithmic risk, and to
present suggestionsfor mitigating such rapidly
developingrisk Includingafoundationaloverview
of the triggers, relevant legal and regulatory
aspects, and potential complications of
algorithmic liability, this white paper provides
practicalguidanceon the successfumitigation of
such risk and presents a focused,
multidimensional and forward-lookinganalysisof
governanceprinciples and assessmenttools to
enablethe ethicalandresponsibleuseof Alin line
with bestpracticesandemergingregulation

The analysisincludes an in-depth discussionof
highly relevant use casesacrossindustriesin the
areasof product liability, professionalindemnity,
andmedicalmalpractice o helpcompaniesavoid

Idvesssomeof the w o r Imost s

customer harm, minimize liability exposureand
reputational damageresulting from Al solutions,
and provide support to leverage advanced
technologiesfor the benefit of customersand
societyat large

DefiningAl algorithmicrisk

While there is a variety of definitions of Al or
algorithmic risk, for the purpose of this paper,
algorithmicrisk is defined asrisk arisingfrom the
use of data analyticsand cognitive technology
basedsoftware algorithmsin various automated
and semiautomated decisionmaking
environments, originating in input data,
algorithmic design, and output decisions, and
causedby human biases,technical flaws, usage
flaws,or securityflaws".

In considerationof specificchallengesof Al such
as its high complexity, interconnectivity, opacity,
and selflearning,inaccurate biased,or otherwise
flawed model output are among the most
prominent failures of Al systems and are
discussedn this white papef. In Chapier3, a
closer look is provided on intended and
unintended externalities triggering the risk of
(potentially unlawful) discriminatoryoutcomes It
is worth noting here that the terms* Arli srid”
“al g o mii tafkdsedinterchangeablyn this
paper.

Understandingliability risk

If Akinducedrisks materializeand causeharm to
individuals, or damage to companiesor other
stakeholders, the questionof liability arises

For providersor usersof Al solutions,it is key to
understandthe own-liability exposureas well as
potential interconnectivities along the value
chain

Who is ultimately responsiblefor anAls y st e m’
fault and how should fault be identified and
apportioned?
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Tec nology can
Imr dve the quality of

oul lives in many ways

Data and Al further
accelerate change.
Meanwhile, we need
to be diligent on
managing the
algorithmic risk and
ethical challenge they
bring by ensuring
fairness and privacy,
with transparency and
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Ericson Chan
Group Chief Information and Digital Officer
Zurich Insurance Group

What sort of remedyshouldbe imposedandwhat
type of lossesshouldbe recoverable?dentifying
the potential triggersfor suchalgorithmicliability
as well as potential complicationsis essentialto
mitigate the risksalongan Als y s t Ildentycle,
aswe describein

Allocatinglegalliability for Al systemsfacesthree
keychallengesillustratedin

First, complicationsof causalitymay arise due to
variouscontributorsthat are typically involvedin
the creation and operation of an Al system,
including  data providers,  developers,
programmersusers,andthe Al systemitself.

Second,nature and causeof damagecreated by
an Al system are important indicators for
establishingand allocating liability among these
contributors

Third, legal liability will often be determined on
the basisof a patchworkof genericlegalconcepts
expressed in existing legislation but also
influenced by best practices and industry
standards However the increasinglycomplexuse
of Al can be expectedto test the boundariesof
current laws, and regulators have demonstrated
interest in expanding legal liability regimes to
addressAl-specificrisks

In order to mitigate suchliability exposure there
are suggested governance principles of
responsibleAl that organizationsvould do well to
adopt For developers,there is a multitude of
technicalcontrol tools acrossthe Al development
lifecycle Both perspectives are covered in

Theinsurancei n d u seffort yo'umsderstand Al
algorithmicrisk is in its early stagesdue to the
lack of loss experience data and models that
estimate the potential frequencyand severity of
Alrisks Insurersare startingto assesshe impact
of Al risks on major lines of businesssuch as
product liability, professional indemnity, and
medical malpractice,and to design specific risk
manageme;ltserwcesto addresspotential j | jssues

p ntI cyck u e

Recentadvancesn enterprise audit software for
trusted andresponsibleAl systemswill enablethe
developmentof liability risk mitigation strategies,
which can be applied to enhance data and
algorithm privacy, security, fairness,
explainability transparency, performance
robustness, and safety The technology and
insuranceindustries can combinetheir strengths
to better assesghe state of algorithmicrisk and
find novelsolutions



Introduction

Diving into the world of algorithmic risk and its complexities

Thispaperillustratesthe notion of algorithmicrisk
along with examplesof two kinds of negative
externalities, the complication through the
increasinguse of artificial intelligence, potential
triggersof algorithmicliability, and key legaland
regulatory considerations to understand the
exposureto algorithmicliability. Buildingon such
foundationaloverview,this paper offers practical
guidance, governanceprinciples for the ethical
and responsibleuse of Al, and tools to manage
algorithmic risk — for firms in general, and
insurancecarriers, in particular. At the end, we
attempt to anticipatefuture developmentsn this
fastmovingfield.

A. What is algorithmic risk and why is it so
complex?¥ . S Othalzantputersaysa 2 Q

Last year, a papef co-authored by Microsoft
Researchapplied to Al the phrase Enchanted
Determinism “ d i s c thatr pgesents deep
learningtechniquesas magical,outside the scope
of present scientific knowledge, yet also
deterministic, in that deep learning systemscan
nonetheless detect patterns that give
unprecedented accessto p e o p lidentities,

emotions and social charactetr” The paper
continues, “ T h discourse of exceptional,
enchanted, otherworldly and superhuman

intelligence ... has social and political effects,
often serving the interests of their powerful
creators Most important amongthese is that it
situates deep learning applications outside of
understanding,outside of regulation, outside of
responsibility, even as they sit squarely within
systemsof capitaland profit.” Al risk canthus be
perceived as something that cannot be
understood despitebeingsignificant

Furthermore,Al risk is topical In a multinational
surveyon trust by Edelmanr’, 61% agreed that
“Government does not understand emerging
technologies enough to regulate them
effectively”

Regulators too are advocating a risk-based
approachto managingAl systems For instance,
the European Commission in April 2021
established four categories of Al risk':
unacceptablehigh,limited, and minimalrisks

Widespread adoption of Al increasesthe
algorithmicrisk

Ten years ago, the FinancialTimes reported a
curious phenomenon The prominence of a
certain actress in the news cycle seemed to
trigger growth in a stock with the samename'=.
While causalityhasnot been(cannotbe?)proven,
Anne Ha t h a wreovie' releases have been
correlated with gains in Berkshire Hathaway
stock Accordingo the article,“ T r apidgrangs
aretrainedto pickup on keywords,andthe more
sophisticatedbnescanreadfor sentimenttoo.”

Anotherwriter onthe subjectopined=, “ Ahgdge
fund managers'computing resourcesgrow ever
more powerful ... they are actually able to
correlate everything againsteverything Oh, it's
raining in Kazakhstan?... Dump Apple stock!
Why? Becausethe computer saysthat in 193 of
the last240timesit rainedin Kazakhstan.. Apple
shareswent down.”

An added complication to algorithmic risk is
indicatedby the “ B e ¢ the mputersayss o
ideaof the previousparagraph

Businessmodels and processesare not just
increasinglydigital, they increasinglyincorporate
Al, democratizedvia the Cloud The number of
enterprisesimplementing Al grew 270% in the
pastfour years*.

ThisAl adoption, includingmachinelearning (ML)
models with potential lack of transparency,is
accompaniedy risks

R NI el e



lesign and
opment process
cIf must prioritize
privacy, cybersecurity,
digital safety and
responsible Al, across
everything we do.

No one will want
technology that
rapidly scales but
breaks the world
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Satya Nadella
Chairman and CEO Microseft Corp.
Build Developer Conference, May 2021

Accordingto McKinsey?, these include privacy
violations,discrimination,accidentsmanipulation
of political systems,loss of human life (if an Al
medical algorithm goes wrong), compromise of
national security (f an adversary feeds
disinformation to ‘a military Al system),
reputational damage,revenue losses,regulatory
backlash,criminal investigation, and diminished
publictrust.

The body of work around Al risk is evolving For

instance, the Atrtificial Intelligence/Machine
LearningRisk & Security Working Group (AIRS)
wasfoundedasrecentlyastwo yearsago,andits

Alriskframework® refersto tools from Microsoft

referencedlater in this paper.

B. Microsoft and Zurich: Leveraging leading
cyber security and risk expertise

In 2017, Microsoft announcedthat it investsover

$1 billion annually on security’. In September
2020 Microsoft communicated® that it analyzed
over 470 bilion emails and 630 billion

authenticationeventsmonthly and blockedmore

than 5 billion threats “ O wmique position helps
us generatea highidelity picture of the current

state of cybersecurityjncludingindicatorsto help

uspredictwhat attackerswill do next Thispicture

is informed by over 8 trillion security signalsper

d ay In January 2021, CEO Satya Nadella
reported that Mi ¢ r o sseclrity’ Business
revenuehad surpassed10 billion annually-.

Zurich Insurancerelies on expertise and insight
gathered over nearly 150 years to help its
customers  manage their increasingly
interconnectedand complexrisks Asco-author of
the World Economid- o r uGilobaRisksReport,
Zurich is recognized as an insurer that
understandsthe needs of its customers,which
include large companies,small enterprises,and
individuals in more than 125 countries and
territories.

insurance market has increasingly

emandeddigital services,Zurich has developed
solutions and risk management services that
make businessesnore efficient through the use
of artificial intelligence,data analytics,and other
related technologies Its customer service
approach earned the company the Global
Innovatorof the Yearaward™.

In September2020 Z u r | CE®Magio Greco
confirmed that “ Z u r gomtitues to launch
innovative offeringsto meet the demandsof our
customers and partners for a fully digital and
streamlinedexperiencé’”.
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Algorithmic risk: Intended or not,
Al can foster discrimination

Asindicatedin the previouschapter,Al cancause
negative externalities, defined as costs imposed
upon third parties without their consent as a
result of a transactionbetween a provider and a
consumer Thesenegativeexternalitiesare of two

types intendedandunintended

As an example of an intended negative
externality, consider the legal action’ in 2019
againsta leading social media company by the
U.S Department of Housing and Urban
Development That social media company is
accused of “ u n | a wdisanirhidatyng against
people based on race, religion, familial status,
disability and other characteristicsthat closely
align with the 1968 Fair HousingAct's protected
c | a s threugh the tools it provides to its
advertisersaccordingo NationalPublicRadio

The chargingdocument* cites specificexamples,
noting that the “ Re s p o rhaseoffered
advertisershundredsof attributes from which to
choose, for exampleto exclude‘ w o mia the
wo r k f d rmmoews ’'grade school kids... or
people interested in * par e ntaicrcge,s’s
Culture’ Respondentlsohasoffered advertisers
the ability to limit the audience of an ad by
selectingto include only those classifiedas, for
example,* Chr it Chan ! dThat same
document calls out the socialmediac o mp a
alleged use of “ ma c hleamiag and other
prediction techniquesto classifyand group users
so asto project eachu s e likélygesponseto a
given ad.” Accordingto that document, certain
individuals  (prospective  tenants)  were
discriminated against (in that information on
available dwellings was withheld from them)
throughthe useof ostensiblybenigntools.

As an example of an unintended negative
externality,consideran assessmentarriedout in

# he U.S onthe riskof convictedcriminalscarrying

out future crimes i.e. recidivism probability.
Accordingto a 2016 study*, the proprietary
assessmentalgorithm in question appeared to
have significant ethnic bias “ B | adefekdants
were... 77%more likely to be peggedasat higher
risk of committing a future violent crime and 45%
more likelyto commita future crimeof anykind.”

While this study hasbeen quoted in the Harvard
BusinessReview>, it hasalso been challenged-
and the challengein the Harvard Data Science
Review® opinesthat the “ f o onuh& question
of fairness is misplaced, as these (secret)
algorithms(that make important decisionsabout
individuals)fail to meet a more important andyet
readily obtainable goat transparency’ In this
example,certainindividuals( “ Bld&d¢ le n d
were setat a disadvantageinintentionally.

Another example of an unintended negative
externality is from the U.S healthcare system
Researcherdrom the University of Californiaat
Berkeley, the Booth School of Business,and
PartnersHealthCardound evidenceof racialbias
in a popularalgorithmwidely usedto guidehealth
decisions Their paper’ stated, “ Ad given risk
score,Blackpatients are considerablysickerthan
White | phtleris; as evidenced by signs of

seramicrmaHi FabhioonHi s p gdtdnfolled illnesses Remedyingthis disparity

would increasethe percentageof Blackpatients
receivingadditionalhelp from 17.7 to 46.5% The
bias arisesbecausethe algorithm predicts health
care costsrather than iliness,but unequalaccess
% ‘ca¥e meansthat we spendlessmoney caring
for Blackpatientsthan for White patients”

Yetanothercaseisof ane mp | o neceuitmest
support algorithm reportedly discriminating on
the basisof gender Accordingo a2018report by
Reuterss, “ (t amp | o ycemputes models
were trained to vet applicants by observing
patterns in resumessubmitted to the company
over a 10-year period. Most came from men, a
reflection of male dominance acrossthe tech

ant

industry. In effect, (that e mp | o ysgsteins )

taught itself that male candidates were
preferable It penalizedresumesthat includedthe

word wo me nassin wo me nNchess Club

captain”
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Data and design flaws as key
triggers of algorithmic liability

If an Al deployedby a companyis found to be
malfunctioning and causing damage to an
employee,a customer,or any third party, such
company may be held liable. To mitigate such
liability risk, it is essentialto identify the errorsor
shortcomingsthat could trigger liability alongthe
life cycle of an algorithmic application, and to
accountfor potential complications”.

Therelevantphasesof an algorithm life cycleare
sketchedout below, combinedwith a summaryof
key risksthat needto be mitigated from a model
provideror userperspectiverespectively

The quality of the data fed into an algorithmic
modelis keyto its successfubperationaccording
to plan. To ensurereliable and high-quality data,
the following potential flaws need to be
prevented by the model provider or user,
respectivelyduringthe modelinput phase®:

Inaccurateor otherwise flawed model input
dueto poor dataquality

Unforeseeninherent bias of data as data is
reflectiveof the biasesn society

The prevention of unforeseen inherent bias is one

of the biggest challenges in the context of data
quality.

Evenin instanceswvhere the data appearsperfect
to the humaneye, Al canpick up patternsin the
datathat were not anticipatedduringthe training
process This can causean Al systemto draw
inaccurate conclusions and thus, ultimately,
generateincorrector undesiredoutcomes

If advancedAl systemscollectdata from multiple
sourcesand use norr-interpretative models with
little to no human interaction, then they might
pick up on micro-signals that may not be

detectable by humans As a result, particularly
complex and interconnected Al solutions
bear the risk of even further amplifying any
existing biases(and potentially making such
biasessystemic)

The following practical guidancecan serve as a
reference point to mitigate algorithmic model
risk

PRACTICAL GUIDANCE
Model input phase

Regular review and documentation
of data quality

Accuracy, suitability, relevance

Data pipelinetesting, datasourcing
analysis, statisticadata checks

Data treatments and assumptions
Prevention of bias
Process and datasage fairness

Automated data generation
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B. Model designand developmentphase

If a model is designedor further developedto
solve a problem specifiedduring ideation, the
following potential flaws needto be preventedby
the modelprovider™:

A Deficiencies in Al model design (e.g., scoping,
model robustness, busineg®ntext metrics)

A Appropriateness of deployment domain
A Deficiencies in model development process

A Inaccurate or otherwise flawed model
training data

PRACTICAL GUIDANCE
Model design and development phase

Review and documentation of
model design process

Scoping and model robustness review,
evaluation metrics, feature engineerin

Processing code

in production

Model training governancere-runs and

+ Dataleakage controls, data availability,
+modifications) and reproducibility

Review and documentation of
model deployment domain

+Intended use of model

Model requirements or its specification

(2]

+Intended domain of applicability

Regular review and documentatio
of model development process

-

Data sets development, incl. regulator
data protection and privacy compliance

~

3%

Modelling techniques and model
assumptions

- + Parametrization (hyperparameters)
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C Model operation and output phase PRACTICAL GUIDANCE
Model operation and output phase

Al modelsmay not perform or deliver outcomes
accordingo plan.

Regular review and documentatio
of model operation

=)

It is therefore crucialto understandand manage
the potential key errors or shortcomingsduring
the modeloperationand output phase

Performance testing, featurset review,
rule-based threshold setting

A Malfunctioning of model

< . & : 3 Overall model robustness (overfittin
A Deficiencies in model interpretability + ( 9

(transparency kxplainability

Accuracy and precision of model
operation according to plan

potentlal restrictions

A Inaccurate or flawed model outcomes

Model interpretability (transparency/

Thisappliesto both the model provider and the explainability

1
1
1
1
1
1
I
1
:
= . - - - - - I-
A Insufficient elimination of risk of :
1
)
1
:
1
g
1
userperspective ;

inappropriately biased / unfair outcomes | . +Relevant business requirements and

Review of
model output monitoring

Oncean Al modelis in production, it needsto be
regularlyverified that the algorithm continuesto
work as intended and its use continuesto be
appropriatein the currentbusinesenvironment

| Continuous and effective monitoring of
plan coverage by model operation

- + Metrics and acceptance criteria

Accuracy, appropriateness and
& correctness of model output in line wit
external commitments (fair and
unbiased outcomes) and ethical value

—

v

- + Dynamic model calibration

escalation process

~ + Model governance, reporting and

|

10
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sic ificant,

Al risk Is sometimes
perceived as
something that
cannot be
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Srikanth Madani
Industry Advocate
Worldwide Financial Services | Microsoft

If flawsandfailuresalongana | g o r lifetcycle’
cause harm or damages,questions of damage
attribution, apportionment, and possible
remedieswill arise Who is ultimately responsible
for suchfailure and how shouldfault be identified

and apportioned?What sort of remedyshouldbe

imposed and what type of losses should be

recoverable?

Suchquestions, which are fundamental for the
assessmenbf algorithmicliability, can be further
complicatedby a variety of circumstancesrom
the perspectiveof both providers and users of
algorithmicmodels

First of all, regardless of the programming
language, all algorithms require specialized
knowledgeto be understood and there are no
requirementsfor judgesto understandthem.

In addition, the complexand often opaquenature
of algorithms,specifically b | laogE kalgorithms
or deep learning applications,meansthat they
lack transparencyand can sometimeshardly be
understood by experts (inherent challenge of
explainable Al). Potential modifications through
updates or selflearning during operation and
limited predictability are additionalfactorsadding
to the complexityand opacity of Al systemsAlso,
hidden errors are likely to go undetected for a
long time (often until it is too late) which again
complicateghe traceabilityof relevantfailures

Second,complicationsmay arise due to intricate
origins, as algorithmsare frequently made up of
different - not necessarily coordinated -

ontriputigns For example, algorithms might
Rv Ential interdependencies with  other

sophisticated systemsin such a way that the
reliability of these algorithmsmight dependupon
conditions in those other systems, making it
potentially difficult to identify who is responsible
for aspecificresult

Similarly, the integration of algorithms into
products and services (if algorithms are only
eomponentsof the whole) complicateshe search
for the actual error and the respective
responsibility

This is of particular relevancein case of mass
consumerproductsand servicesvherealgorithms
may passthroughthe handsof a variety of people
other than their developers,such as designers,
manufacturersof physicalproducts, providers of
servicesdistributors,licenseesetc.

If there are multiple contributors to multi-layer
algorithms, identifying who is responsible and
needs to be held legally accountable from a
liability perspective often presents a major
challengeIn this context,the useof externalcode
repositories and data such as GitHub, GitLab,
Amazon ML, etc. play an important role (see

)-

11



ey e e o [ Sy e |G o

Third, as illustrated in Chapter3, Al failures can
be much more impactful than traditional model
failuresdueto the increasinguseof Alin sensitive
areas such as autonomous driving or medical
advice(with Altakingor contributingto decisions
over life or death),andits greaterscaleandreach
than comparabledecisionsor actions taken by
humans (Akbased manipulation of elections,
pricingon e-commerceplatforms,etc.).

Suchhigh impact is particularly relevant for the
potential spreador institutionalizationof biasand
discriminatoryoutcomes

From a liability perspective, such largescale
impact can significantly expand the range of
potential claimants,the volume and severity of
damages

In addition, asalgorithmsflow acrossbordersand
potential damage can be causedacrossvarious
jurisdictions, Al failures can give rise to
transboundaryclaims,forum shoppingpractices,
and,possibly regulatorycompetition
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How to determine algorithmic

liability?

Allocatinglegalliability for Al systemsfacesthree
key challenges’. First, various contributors are
typicallyinvolvedin the creationand operation of
an ' Al system, including data providers,
developers, programmers, users, and the Al
system itself which leads to complications of
causality Second, the nature and cause of
damagecreated by an Al systemcan be decisive
for establishingand allocating liability among
these contributors, as the following table** from
CMSindicates

Nature of damage Question of liability

Was damage caused when in
use and were the
instructions followed?
Was the Al system provided
with any general or specific
limitations and were they
communicated to the
purchaser?

User vs.
Owner?

Was the damage caused
while the Al system was
still learning?

Al Developer vs.
Data Provider?

Was the Al system
provided with opersource
software?

Programmer vs.
Inventor?

Can the damage be traced
back to the design or
production of the Al system
or was there an error in the
implementation by its user?

Al Developer vs.
User?

Third, building on the analysisin Chapter4 of
potential liability triggersalongan A | lifegycle,a
closerlook at existingliability regimesrevealsthat
very generic legal concepts can be applied to
algorithmicliability in most countries In addition,
there is a slowly emergingset of specific rules
which some countries have adopted or are
planningto implementoverthe nextyears

Puttingthe spotlighton the U.S, EuropeanUnion
and China,this chapter will provide an overview
of both existingliability regimesas applicableto
algorithmic liability, as well as of emerging
regulatoryregimesspecificto Al systems®.

The analysiswill also point to current limitations
of the existinglegalframeworksand indicate the
potentialfor new areasof liability to emerge

In general, the civil law provides ample
opportunitiesfor partiesdamagedby Alpowered
decisionsto seek compensation, damages, or
other redress For example,productswith inbuilt
Al may be covered by existing machine safety
laws, and generalnorms of product liability law
may be appliedto determine liability, causation,
and damages®. Furthermore, general principles
from contractandtort law may provide the basis
for holding contributors to Alsystemsliable. At
the sametime, firms may equip their Alpowered
productsand serviceswith contractuallimitations
on liability, terms of use, warningsand notices,
exclusionsand indemnitiesin a similar way as if
their product or service relied on human
intelligence

Against the fast rise of algorithmrelated
activities, the responsesf the U.S, Chineseand
Europeanlegal systemshave so far been rather
cautious

In a field so diverse,turbulent, and fast-changing,
where much of the benefits and risks are
unknown, legislaturesin all three regions have
not yet intervened with additional general
measures’. Besidesad hoc interventions for
some highprofile products and services
incorporatingalgorithms(primarily financialrobo-
advisors,algorithmsdesignedfor risk segregation
in insurance, and driverless cars), algorithm
related activities are captured by existing laws
and regulations only in case of conflicts with
general legal conceptsthat are not specifically
designedo addressalgorithmicriskand liability=".

Relevant regimes are, in particular, product
liability, machine safety, tort law in general as
well as anti-discrimination, data protection and
privacy,andantitrustlaws

13



The increasingly
co! plex use of Al
pe expected to test
the boundaries of
existing legal
approaches to
liability.

A proactive

governance approac
to ensure trustworthy

Al will mitigate
algorithmic risk and
Inspire confidence in
FORAIAGH €

Elisabeth Bechtold
Global Lead Data Governance & Oversight
Zurich Insurance Group

Similarly, judicial caseson damagesor personal
injuries arising out of algorithmic products have
been largely focusing so far on the damages
causedby robots, criminal predictive systemsand

smart devices,and on overall privacy protection

from algorithmic invasion“. Several recent

disputesillustrate how principlesof tort liability

and employer liability for workplaceinjuries can

be appliedto casesnvolvingAF-.

Determinin|

g
Algorithmic Liability

Overall,decisionson algorithmic liability have so
far been adopted mostly by courts or specialized
agenciescompetent to track down violations of
rules in the aforementionedfields as well as of
finance, insurance and consumer protection
laws™.

C aﬂfar asthe applicationof existingdoctrinesfrom

contract, tort, productliability, and other areasof
the law are concerned,the increasinglycomplex
use of Al canbe expectedto test the boundaries
of such laws with respect to appropriate
mechanisms for identification of fault and
causation, damage attribution and
apportionment, type and amount of potentially
recoverabldossesandappropriateremedies

The areas of tort and product liability law
r¢present important mechanismsto mitigate
algorithm-induced harms and are also highly
illustrative of the challenges and limitations
existing legal approaches are facing
Complications may arise due to Alspecific
featuressuchasan! L &#onomy, its frequent
appearanceas a @ & S NJAHuOE subject to
product liability laws), potentially multi-layered
third-party involvement and the interface

bet\/\@engman dx A 4 W r
aZzZOAShe P
Finding fault when

algorithms are wrong

Its ability to learn is a key characteristicof an Al
system Going beyond the implementation of
humandesigned algorithms, Al systems create
their own algorithmicmodelsand data structures,
sometimes by revising algorithms originally
designedby humans,and sometimescompletely
from scratch This raises complex issues in
relation to product liability, which is centeredon
the issueof attributing responsibilityfor products
that causeharm*.

So,if an algorithmdesignedargelyor completely
by computers fails, who should be held
responsible?
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Assigning responsibility
within the supply chain is difficult

Along the life cycle of an Al system,there will
typicallybe a multitude of suppliersupstreamof a
consumer At the very beginning, there is the
company that sold the product directly to the
consumer Softwarecomponentsof suchproducts
may have been purchased from another
company While some portions of this software
may have beenbuilt in-houseand licensedother
portions may have been acquired from yet
anothercompany

Apportioning responsibility within the supply
chain will involve not only technical analysis
regardingthe sourcesof variousaspectsof the Al

algorithm, but also the legal agreementsamong
the companiesinvolved,includingany associated
indemnificationagreements?.

From a liability perspective,where Al systems
communicateand engagewith one another, the
potential culpability for anything that could go
wrong shifts from one componentto another as
easily and quickly as the data transferred
betweenthem?.

If an Al systemfails, allocating responsibilityfor
suchfailure requiresa multi-layeredassessmenif
severabpartiesareinvolved

Thereare Al developers,algorithm trainers, data

collectors, controllers, and processors,
manufacturersof the devicesor designersof the

servicesincorporatingthe Al software owners of

the software (which are not necessarily the

developers) and the final usersof the devicesor

services (and perhaps other third parties
involvedj“.

Failing to consider
humanAl interface may lead to harm

Understandingthe humanAl interface is a key
challenge, crucial to mitigating product liability
risk. Developinga successfulAl solution requires
not only a proper understanding of the
interactions among the sy st edifférent
software components,but alsoan understanding
of how humans will interact with those
components

Companieghat fail to anticipatethe assumptions
and decisions that will shape human/Al
interactions risk releasing products that might
behave in unintended and potentially harmful
ways®.

To date, a broad range of standards and
regulatory best practicesfor the responsibleand
ethical use of artificial intelligence developed
acrossthe world*® provide industry guidanceon
how algorithmsshould be written and deployed
While such non-binding standards provide
valuableand often highly detailed guidancé’, in
practice, it is still unclearto which extent such
best practice recommendationswill impact the
legalconsequencesgor the possiblefailure of ex-
ante incentives(e.g., whether it might serveasa
“ s ali &r bio rcértain instances), until Ak
specific legislation, regulation, or jurisprudence
will be issued®.

Consciousof the limitations and challengesof
existing legal regimes, regulators and legislators
across the globe are increasingly adopting
regulatory frameworks that specifically target
issuegelatedto Alliability, complementaryto the
general legal principles sketched out at the
beginning of this chapter In the following,
selected highlights of the most recent liability-
relevant regulatory action in the United States,
Europeand Chinaare provided
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Until recently, U.S regulatory efforts on Al
systems focused on regulating autonomous
driving However, broader legislative action can
now be observedin the areasof Al, automated
systems, in particular concerning algorithmic
accountability,automated decisionmaking, facial
recognition technology and transparency?.
Severall.S stateshavealsobecomeactivein this
respect

The CaliforniaConsumerPrivacyAct of 2018 as
amendedby the CaliforniaPrivacyRightsAct of
2020 (CPRA),empowers the future California
Privacy Protection Agency to issue regulations
whether consumersmay opt out of automated
decisiormakingsystemsand how consumersnay
receive meaningful information about the logic
involvedin suchsystems®.

The Virginia ConsumerData Protection Act of

2021 has created a related opt-out right

concerningautomated data profiling systems™.

Alsoin this context, the rise of the surveillance
industry is a growing concern for privacy
advocatesdue to the widespread collection of

i ndi v iinthges and biometric information
without notice or consentfor the extensiveuseof

facialrecognition

In additionto suchnew Al-specificlegislation,the

Federal Trade Commission(FTC)has specified
establishedexisting laws such as the Fair Credit
Reporting Act (FCRA and the Equal Credit
Opportunity Act (ECOAJn light of technological
advances,now prohibiting unfair and deceptive
practicesin the contextof Alpoweredautomated
decisionmaking-.

Buildingon its influential GeneralData Protection
RegulationGDPRhe EuropeanJnionhastaken
a progressivestance on trustworthy Al and its
implicationsfor algorithmic liability by launching
specific(non-binding)resolutionssuchasthe Civil
Law Ruleson Robotics(2017)-%, the Civil Liability
Regimefor Al (20204, and on April 21, 2021, a
proposal of a binding comprehensive legal
frameworkfor Al (Artificial IntelligenceAct)>>. The
proposedAtrtificial IntelligenceAct focuseson the
regulation of highrisk Al applications®, while
certain practicesshould be prohibited for all Al
systemsas a violation of fundamental human
rights>".

Connecting the key pillars of the European
Commi s s inewy’ sproposed Artificial

Intelligence Act with the EuropeanP ar | i a me r

resolutionon a CivilLiability Regimefor Al, it can
be expectedthat a risk-basedapproachwill be
introduced, with a common strict liability regime
for highrisk Al systems®.

For harmsor damagescausedby Al systemsnot
classifiedas hightrisk, as a general rule, fault-
basedliability ruleswill likely apply.

However, an affected person might generally
benefit from a presumptionof fault on the part of
the operator, who should be able to exculpate
itself by provingit hasabidedby its duty of care”.
Importantly, Al liability insuranceis considered
essential for ensuring the LJdzo f thusd MAAI
technology and might become mandatory for
operators of highrisk Al systems These
regulatory efforts complement the Alrelevant
elements of the GDPR prohibits algorithmic
automated decisionmaking if such a decision
“ pr o dlegaleeffects concerning [the data
subject] or similarly significantlyaffects [the data
subj%ct]”

N\ Determining
- o ) Algorithmic Liability
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Where automated decisionmaking, including
profiling, or automated processingoccurs, the
data subjectneedsto be informed and equipped
with the right to obtain human intervention, an
explanation of how the decision had been
reached, and the right to challenge such
decisiorit. Exampleswhere this central GDPR
provision applies include decisions about
recruitment, work  assessments, credit
applications, insurance policies, commercial
nudging, behavioral advertisements,and neuro-
marketing

Beingat the forefront of algorithm development
with highly powerful Al systemsChinais planning
a comprehensive legal, ethical and policy
regulatory framework for Al by 2030 under the

State C 0 u n &lewl GererationAl Development
Plart?. Until suchAl-specificlegislation is issued,
existing legal regimes, such as tort law and

productquality law apply,to Alliability claims=.

To date, liability questions are particularly
relevant in Alpowered areas such as medical
malpractice and autonomous driving. In the
field of medicalmalpractice,the burden of proof
for the malfunctioningof medicalsoftwareinitially
rests with the injured party, but if the medical
institution or software provider claim that they
shall not be held liable, each of them shall bear
the burdenof proof for their own defensethat the
medicalsoftwareusedis free from anyflaws™. In
the field of autonomousdriving, the Ministry of
Public Security has recently issued specific draft
legislationto revise the Road Traffic Safety Act
that addresseshe complexliability challengesn
accidentscausedoy selfdrivingcars

For highly autonomousselfdriving cars,however,
it is expected that the legislation will provide
further clarity on liability allocation as the
technologydevelops®.

In responseto growingconcerngor privacy,China
has been strengthening its data and privacy
protection measuresn recentyears At the heart

of this effort is the Personallnformation Security
Specificationa privacystandardinitially released
in 2018 and revisedin 2020 to elaborateon the

broader privacyrules of the 2017 CyberSecurity
Law’’. The focus of the new standard is on

protecting personaldata and ensuringthat people
are empowered to control their own

information®®.

The voluntary standard is complemented by a
certification standardfor privacymeasuresand is
consideredto be even more onerous than the
GDPRn certaininstance&”.

Another important recent development is the
issuanceof the e-commercelaw in 2018 which
defines a duty of care for e-commerceplatform
providers for both intellectual property and
personaldata protection, and thus challengeghe
traditional argument that platform operations
cannot be liable for algorithmic, automatically
generatedresults’®.

The Alspecificchallengesand limitations outlined
aboveleadto questionsaroundwhether Al merits
anew approachto liability’”:. Todate,courtshave
applied traditional legal approachesto complex
and sometimeshardly explainablesystemsacross
a wide range of fields such as product liability,
intellectual property, fraud, criminal, antitrust,
anti-discrimination, data protection and privacy
laws

To strike the balance between encouraging
innovation, incentivizing investment and
effectively protecting individual rights and public
safety, policymakers will need to consider
whether (and to what extent) existingregulatory
structuresandtoolsneedto be modified

With a shifting focus of the public policy debate
now increasinglylooking at negativeexternalities
of algorithms, far reaching reforms are being
suggested, such as endowing Al with legal
personhoodassociatedvith mandatoryinsurance,
thereby making algorithms capable of both
owningassetsand beingsuedin court’2. Another
proposal suggests some form of systemic
oversight and ex-ante expert guidance on the
developmentand use of algorithms In line with
the newly proposed Atrtificial Intelligence Act’™,
this could eventuallybe pairedwith a certification
system run by a federal agency that would
penalize algorithms not following the approved
standards®.

As many elements of algorithmic liability are yet
unresolved, new Al-specific liability regulation may be
emerging Companiesneed to be aware of this legal

uncertainty and integrate this regulatory and/or liability
riskinto overall risk considerationsand their risk profile.
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Principles and tools

Managing algorithmic risk requires a holistic approach

Based on market research> on Al adoption
conducted with the Altimeter Group and the
Universityof SaintGallen,Microsoft’® concluded,
“~Bu s ileadersage often stalled by questions
about how and where to beginimplementingAl
acrosstheir companies the cultural changeshat
Alrequirescompanieso make and how to build
and use Al in ways that are responsible protect
privacyand security,and complywith government
rulesandregulations (emphasisadded)

It was.to help answer such questionsthat the
company launched the Al BusinessSchool in
2019 TheAl BusinessSchool’ coversAl strategy,
Al culture, responsibleuseof Al, the scalingof Al,
Alfor businessisers,and Al for leaders

We look here at some of the technical and
governance considerationsfor organizationsas
they mitigate algorithmicrisk

Mi-c r o pardpdctives on responsible Al in
financialservicesprovidesa comprehensivdist of
tools and methodologiesfor mitigating Al risks
The following pillars are adapted from that
publication

DevOpsin Azure Machine Learning (MLOp3
makesit easierto track and reproduce models
andtheir versionhistories

MLOps offers centralized management
throughout the entire model development
process (data preparation, experimentation,
modeltraining, model managementdeployment,
and monitoring) while providing mechanismsor
automating,sharing.andreproducingmodels

Transparencys a key part of the so-calledimpact
assessmentvhich can be found on the following
page The tools below can be used for
interpreting Almodels

is an opensourcepackageor
training interpretable modelsand explaining
black box systems It includes several
methods for generatingexplanationsof the
behavior of models or their individual
predictions (including Explainable Boosting
Machine (EBM) , enabling developers to
compare and contrast explanations and
selectmethodsbestsuitedto their needs

isa featurein Azure
Machine Learning that enables model
designersand evaluatorsto explain why a
model makesthe predictionsit does These
insights can be used to debug the model,
validatethat its behaviormatchesobjectives,
checkfor bias,andbuild trust.

is a paper
proposing that dataset creators should
includea datasheetfor their dataset,suchas
training datasets,model inputs and outputs,
and model features Like a datasheet for
electronic components, a datasheet for
datasetswould help developersunderstand
whether a specificdatasetis appropriate for
their usecase

provides an easily
understooddescriptionof a machinelearning
classifierby perturbing the input and seeing
how the predictionschange
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Performingan impact assessmenand getting it
approved by the accountableexecutiveis a key
control. The tools below can be used for
interpreting Al modelsfor the impactassessment

Methodology for reducing bias in word
embedding helps reduce gender biases by
modifying embeddings to reduce gender
stereotypessuchasthe associatiorbetween
receptionist and female while maintaining
potentially useful associations,such as the
associationbetween the words queen and
female

A reductionsapproachto fair classification

providesa methaod for turning any common
classifier Al model into a “ f a ¢lassifier
model accordingto any of a wide range of
fairnessdefinitions For example,considera
machine learning system tasked with

choosingapplicantsto interview for a job.
This method can turn an Al model that
predictswho shouldbe interviewedbasedon
previous hiring decisionsinto a model that
predicts who should be interviewed while
also respecting demographic parity (or
anotherfairnessdefinition).

Fairlearn” is an opensource toolkit that
empowersdata scientistsand developersto
assessand improve the fairnessof their Al
systems

Protecting sensitive data elements is a key control

and we have a range of tools to help with this:
Microsoft provides guidance on how to
protect algorithms, data, and servicesfrom
new Alspecific security threats While

- o -

To further the use of this important

encryption technique, Microsoft developed
the Simple Encrypted Arithmetic Library
(SEAL) andmadeit opensource

Multi-party computation(MPC) allowsa set

of parties to share encrypted data and

algorithmswith eachother while preserving
input privacyand ensuringthat no party sees
information about other members For
example,with MPCone can build a system
that analyzesdata from multiple hospitals
without any of them gainingaccesso each
ot h éealthdata

Data scientists, analysts, scientific
researchersand policy makersoften needto

analyzedata that containssensitivepersonal
information that must remain private.

Commonly used privacy techniques are

limiting and can result in leaksin sensitive
information. Differential Privacy (DP) is a

technique that offers strong privacy
assurancespreventing data leaks and re-

identification of individuals in a dataset

Microsoft is a key contributor to

SmartNoise, atoolkit that usesstate-of-the-

art DPtechniquesto inject noiseinto data, to

prevent disclosure of sensitive information

andmanageexposurerisk.

Artificial  Intelligence and the GDPR
Challenge, a whitepaper authored by
representativesfrom Mi c r o €arporate, s
External, & Legal Affairs (CELA)addresses
issues of Al explainability and provides
considerations surrounding GDPR
requirementsfor Al fairnessin credit scoring
andinsuranceunderwriting

security is a constantly changingfield, this Al model monitoring is an ongoing control to
paper outlines emerging engineering checkfor model performance degradation We
challengesand shares initial thoughts on  have capabilities for this in Azure Machine
potentialremediation Learning DevOpsin Azure Machine Learning
Homomorphicencryptionis a specialtype of  (MLOp$, mentioned above, helpsteams monitor
encryption technique that allows usersto  model performanceby collectingapplicationand
compute on encrypted data without ~model telemetry. These features can help for
decryptingit. Theresultsof the computations instance banks to audit changesto their Al
are encrypted and can be revealedonly by = models, automate testing, and reproduce model
the owner of the decryptionkey. outputs.
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Best practices for operational and technical Al
governancecontinue to mature in industry and
standards bodies, such as the International
Standards Organization/International Electre
technical Commission (ISO/IEC)committee on

a A O N:E a 2 -F u gﬁglpgorporateadoptlon of these practiceswill

perspective on
responsible Al in
financial services
provides a
comprehensive list
of tools and
methodologies for
YAUATDIF UOAY

Christian Bucher
Global Data & Al Principal | Microsoft

Algorithmicrisk is not solelya technicalissueand
requiresholistic governancepracticesto address
Algovernancecanbe definedas” t htreicture of
rules, practices, and processesused to ensure
thattheo r g a n i Altethhomgysustainsand
extends the or gani z gratégiesn ansl
objectives”

Both insurers and businessesgenerally must
considerhow Al systemstransform organizations,
S0 as to gain a better understanding of risk
posture and, importantly, to implement effective
operational and  technical governance
mechanisms

The unique characteristicoof Al systemsand the

challengesposed by Al decisiormaking require

new governancemechanismsand, in somecases,
new compliance practices, to supplement
traditionalriskmanagemenaindcompliance

opagatebetter metricsand mitigationsfor
algorithmicriskin everyindustry.

Due to the horizontal nature of algorithmic risk

across business functions, organizational
leadership should be responsiblefor setting Al

governance strategy Organizationscan assess
their relationshipto Al productsand servicesat a

strategic and operational level to allow for the

identification of potential sources of risk and

designate responsible parties to create and

implement necessarygovernance mechanisms
Taking a principled approach can promote an

organizational culture conducive to minimizing
andconfrontingalgorithmicrisk

Microsoft = has adopted Six

espqysibl
3|n0|ple¢| tog |detechnc1kq vel eriand C
operations Fairness, Reliability and S ety,

Privacyand Security,InclusivenessTransparency,

and Accountability The European/ 2 YYA aa A 2
high-level expert group on AP~ suggested that
trustworthy Al has three components “ | awf ul
(complying with all applicable laws and
regul at' ied i gedswaihg adherence to
ethical principlesand values),and “ r o b(loth t
from a technical and social perspective, since,
evenwith good intentions, Al systemscan cause
unintentional harm)” We harmonized both
principlesin the diagrampillars of responsibleand
trustworthy Al.

&

Fairness

Safety and
Reliability

Responsible
and
Trustworthy
Al

@

Transparency

N

Pillars of responsible and trustworthy Al

Privacy and
Security

Q/

Inclusiveness
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In the same spirit, Zurich has launched an  One exampleis CodeQLon GitHub, a semantic
industry-leadingcommitment on the responsible codeanalysisengineto help detect vulnerabilities
use of data (the “ Zu rData i€ 0o mmi t meim¢ode’}. Outsideof repositories, platforms like

which also encompassesthe ethical use of
advancedtechnologiessuch as AP°. The Data

Commitment reflects the objectivesof Zur i ¢ h

sustainability strategy, including the goal to
inspiretrust in a digital society

Suchtrust is founded on core values such as
transparency,privacy and security, fairnessand
customer benefit as expressed in the Data
Commitment

Sourcecode and data repositoriesand libraries
are rich resources and integral tools for Al
developers, underpinning millions of software
projects globally Developers can retrieve Al
system components from repositories like
pretrained models and datasets that can be
refreshedand recycledfor countlessapplications
Many repositoriesare well-recognizedand used
by developersin smalland large companiesalike,
such as GitHub, GitLab, Bitbucket, Sourceforge
Kaggleanddozensof others.

Al repositoriescan be open source or available
through paid accessand eachtype cancarryrisk
Dueto their open nature, publicly contributed Al
resourceshave security vulnerabilitiesand carry
some risk that they may be corrupted
intentionally or have unintentional quality issues
Malicious actors could contribute corrupted
source code and training data or deliberately
target a product in developmentthat is usinga
certainrepository’’.

Evenwithout maliciousinterference, the quality
of information retrieved from public and paid
repositories can vary and generate other risks,
such as unwanted bias and bugs Furthermore,
developers frequently combine elements from
different sourcesfor Al products and services,
making it difficult to track vulnerabilities that
stemfrom different origins

Major Al repositoriesrecognizethe challengeof
intentional and unintentional risk of public and
paid contributions and have implemented
securitychecksandtoolsfor developergo use

Semmleand DeepCodealso offer code analysis
toolsfor developers

It is ir%portant that developersmakinguse of Al
repositories recognize that every resource will
carry different risks and that they leveragethe
tools availableas a regular part of technical Al
governancepractices

While it is not possibleto eliminate all risks of

using Al repositories,organizationsmust look to

implement both technical and organizational
governancemechanismsto mitigate these risks
andestablishcoursesf actionto addresshem.

Mic¢ bsoft has adopted
Six/ 2sponsible Al
principles to guide
technology
developments and
operations: Fairness,
Reliability and Safety,
Privacy and Security,
Inclusiveness,
Transparency, and

1 OO02dzy il 0A

Franziska-Juliette Klebon
Data & Al Lead | Microsoft
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Managing Algorithmic
Liability Risk

Managing algorithmic liability risk

Insurance for an emerging exposure

The use of Al systemsthat fail to function and
perform within expectedand acceptablebusiness
outcomescanleadto claimsfor property damage,
business interruption, personal injury,

professional liability, medical malpractice, and
cyber risks®. However, the findings of a recent
McKinsey survey suggest that a minority of

companiegecognizemany of the risksof Al use

andonly afew are workingto reducethe risks

The casefor companiesto considerinsuranceof
Al risks is indisputable“’. Yet, the insurance
industryis in the early stagesof understandingAl
algorithmic risks and developing coveragesand
service propositions that effectively manage
thoserisks,dueto the lackof lossexperiencedata
as well as models that estimate the potential
frequencyandseverityof Al risks

Moreover, becauseof the interconnectednes®f
businesses]ossesassociatedwith Al risks may
spread fast across the world, increasing
substantiallythe accumulationof risk and raising
insurability issues due to the lack of risk
diversification

As a result, there are few Al insurancepolicies
commercially available and Al losses are not

explicitty covered by traditional insurance
products In somecasesthe businessnterruption

risks potentially related to unstable Al systems
may be coveredby existingbusinessnterruption

policies Errors and omissionsinsurancein the

field of robotics offers professional liability
coveragethat can be consideredfor Al systems
and would typically be complemented with

specializediskmanagementservices®.

Thereis arecentexampleof aninsuranceproduct
for companies developing Al systems that
guarantees compensation against under
performance”. As with Parametric Insurance,
the insureranalyzeghe Al systemand insuresits
performance againsta set of KPIs,so that the
usersof the Al systemcantrust it and deployit at
scalewith higher confidenceacrossthe business
In the event of potential system under
performance(e.g., specificoutput parametersare
out of range of valid and acceptableoutcomes),
the userof the Al systemisindemnified

Al algorithmicrisksvary acrossinsurancelines of

businessand there are specificrisk management
serviceghat insurerscanpotentially offer to large

corporates and small to mediumsized
enterprises

Fora given businesscontext, the focusis on
potential issues in the Al algorithm
development lifecycle from input data to
algorithm design,to integration in business
processesand use in production to assist
with decisionmaking.
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Asindicatedin
to:

, problemscanarisedue

Biased training data sets
incomplete,outdated, or irrelevantdata sets
for the intended purpose insufficiently
representativedata sets inappropriate data
collection techniquesand use of unreliable
data sources data feature extraction and
engineering mismatch between training
dataandactualinput.

1 Lackof businessdomain
specification, misunderstandingof the full
ecosystem in which the Al is evolving,
undetected out of domain use of the
algorithms, algorithms incorporating with
biased logic, flawed assumptions or
underlying hypotheses,expert judgmentsin
conflict with ethical standards,inappropriate
model selection, model overfitting, or
ineffectivecodingpractices

: Userscaninterpret
algorithmic output incorrectly or apply it
inappropriately,leadingto unintendedunfair
outcomes, ineffective continuous algorithm
monitoring capabilities and intervention
workflows

Riskmitigation strategiescan enhancedata and
algorithm privacy and security, fairness,
explainability transparency and performance
robustnessand safety:%“. Similaror enhancedrisk
mitigation controls and governance standards
must be appliedto Al systemsdevelopedby third

partiesaswell asto the useof opensource

Particular emphasiswill be givento the use of
enterprise audit software for trusted/responsible
Al systems , such as the examples
discussedn

Managing Algorithmic
Liability Risk

A product or product feature relying on Al
algorithmscanbe defectivein multiple ways

In spite of rigoroustesting techniquesthat canbe
performed to minimizethe risks,there might be
situations where an autonomous machine
encounters an unforeseeable or untested
situation. Thismay causemachinebreakdownor
malfunction and the designdefect, in the worst-
casescenariocouldbe dangerous

As the use of Al becomesubiquitous in many
industry sectors such as transportation and
manufacturing, safety will be paramount for
humanmachine interactions Product defects
could even result from communication errors
betweentwo machinesor between machineand
infrastructure

To better understandthe risk of Al malfunction,
SwissRe and Hitachi have recently establisheda
partnershipto exploreinsuranceproductsfor the
rapidly evolvingindustrialInternet of Things(l1oT)
spacewith corporatecustomers®,

From a liability perspective, allegations of

negligentdesignwill be the main concern Design
defects generally arise when the product is

manufacturedas intended, but the designcauses
a malfunction or createsan unreasonablerisk of

harm that could have been reduced or avoided
through the adoption of a reasonableand safer
alternativedesign
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USE CASE ILLUSTRATION: Aerospace and autonomous vehicles

Examples of Risk Management Service

Examples of Tools & Techniques

Conduct systematic risk analysis and examine
the proposed design and Al system for
foreseeable failures

Failure Modes and Effects Analysis (FMEA) is
widely used in various industry sectors, such as
aerospace, chemical and mechanical
engineering and medical devices.

Prior to deployment and use, effective
performance metrics need to be defined based
on sensitivity and use of Al system to ensure
targets are achieved.

DevOps in Azure Machine LearniMl-Op3
helps teams to monitor model performance,
audit changes to Al models, automate testing,
and reproducemodel outputs (Chapter 6.A).

Correction mechanisms and/or fallback options
should be built in the Al system to detect and
correct underperformance or put alternative
appropriate processes in place until human
intervention can rectify the issue.

Faltback options should be aligned with
complexity of algorithms.

Conduct proper assessment to prevent late
stage failure or poor models going into
production.

Apply Formal Verification methods to
learning enabled components (LECs) of Al
systems'’.

All parties involved in the development of an Al
system must maintain an appropriate version
control system, documentation of development
and history for all components of the Al system
including code, training data, trained models
and parameters, tools and platforms used for
the development with their configurations.

DevOps in Azure Machine LearniM-Op3
offers centralized management of model
development process (data preparation, model
training, model management, deployment, and
monitoring) and provides mechanisms to
automate, share, and reproduce models

(see ).

Adhere to best practices for responsible use of
technology-*.

Acceptable use policies (AUPs) that specify
how customers shoul d
Al system and establish legal rules for
appropriate conduct by the user
White-Listing and Blackisting define to
whom a company will sell an Al system,
depending on whether the user of the Al
system is able to achieve certain process
milestones or minimum quality criteria
Training and guidance on best practices and
risk-mitigation priorities, including integration
of ethical thinking throughout the lifecycle of
the Al system and tailored risk checklists to
mitigate improper or harmful use by
third-party actors.

Adopt standards and/or certify Al system can
give assurance on technical performance and
ethical standards .

Safety standards: Safety First for Automated
Driving (SAFAD) principiés(Remarkno
specific guidance provided yet on how to
design and validate a safetyitical system
such as ADAS), ISO 26262, IEC 615a&d
ARP 4762>for civil airborne systems and
equipment.

Ethical standards: IEEE P7000/P7009.

] Managing Algorithmic
- 7 - Liability Risk



B. Professionalndemnity

When individuals act on professional advice
provided by chatbots powered by Al algorithms,
liability may arise if biased or erroneous
information leads to decisions made by
individualsthat couldamountto negligence

Consequencemay be particularlyseriousif robo-
advice is used in healthcare (e.g., incorrect or
poor guidancewrong diagnosisfailure to achieve
timely interventions) and in investment
management(e.g., inadvertent asset allocation
behaviorandportfolio rebalancing)

The self-learning capability of Al systemsand
their ability to make increasingly complex
decisionsby continuouslyadapting to new data
raise concerns around retention of human
control-*.

Additionally,there is a significantdata privacyand

security risk if personal sensitive data used for

profiling purposes and chatbot conversation
history records are compromised by an

adversariabttackor a databreach

USE CASE ILLUSTRATION: Chatbot in Healthcare and Investment Management (1/11)

1) Data availability, usability, consistency, and
integrity are assessed to ensure data is
suitable for informing the inferences
produced by the algorithm and are
sufficiently comprehensive to produce
accurate and reliable outcomes.

MS Datasheets for datasets include training
datasets, model inputs and outputs, and model
features, and help developers understand if a
specific dataset is appropriate for a particular

usecase Chapter 6.

and the logic behind its design is essential t
providing a reasonable explanation when
required and ensuring fair treatment and
outcomes.

2) Training and testing data are checked to
reflect the diversity of the users (e.g.,
women, elderly, etc.) to avoid bias in the
data. The source and lineage of data within
the Al system is known, documented,
traceable and auditable.

1) The technical features of the algorithms A InterpretMLopen-source package for training
should be documented and designed to interpretable models and explaining black bo
enable understanding of how the exid- systems.
end process works, and how it arrives atits| A Model Interpretability feature in Azure ML
outcomes. enables to explain why a model makes certain

2) Clear explanation of the algorithm behavior predictions, and use these insights to debug

X

the model, validate, and check for bias.
LIME provides an easily understood
description of a ML classifier by perturbing the
input and seeing how the predictions change.
Fairlearnopen-source toolkit empowers data
scientists and developers to assess and
improve fairness of Al systems.

Please, see€hapter 6.4or references.
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USE CASE ILLUSTRATION: Chatbot in Healthcare and Investment Management (11/11)

1) Consider potential adversarial vulnerabilities
during design phase and build solutions
when developing algorithms (e.g., data
poisoning, model leakage, hardware
software infrastructure).

Robust cyber security measures need to be
in place to detect and prevent adversarial
ML attacks, hacking and other cykstacks
that may compromise the performance of
the Al system, breach in human and legal
rights and result in unfair outcomes.

Rate limitation technigues help defending
against Al adversarial attacks. By rairiting
how quickly individuals or systems can submit &
set of inputs to an Al system, companies can

increase the effort i
models'’.

Ensure that the risk of malicious actors re
identifying individuals by combining anonymized
data with other sources is effectively identified
and managed.

Different algorithm and data privacy mitigation
strategies can be applied throughout the Al
system development lifecycle:

A Preprocessing phasefeature selection,
dataset pseudeanonymization and
perturbation.
Processing phasdederated learning,
differential privacy, homomorphic encryption
enabled by privacy enhancing technologies
(PET), such as Microsoft Simple Encrypted
Arithmetic Library (SEAL) open souf¢and
OpenDRnitiative / platform*L.,
A Deployment phaseimplementation of rate
Il i miting and user’s

Conduct a comprehensive data protection
impact assessment (DPIA) in the early stages o
the Al lifecycle in order to inform the design of
the Alenabled solution.

DPIA is required under the EU GDPR when

dealing with data processing activities likely to
result in a high risk to the rights and freedoms o
natural persons®.

Adopt industry guidelines and standards to
govern responsible use of chatbots.

Examples in healthcare include: Chatbots RESE
framework in healthcare?, Benchmarks for Al
driven medical symptom checke#s

que.l

=T
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Ri¢ management
Se’ /ices can be
developed to
enhance data and
algorithm privacy
and security,
address issues
associated with
fairness,
explainabilityand
transparency, and
ensure
performance
robustness and
al FSie dé
Rui Manuel Melo Da Silva Ferreira

Chief Data Governance Officer
Zurich Insurance Group

Managing Algorithmic
Liability Risk

There are several risks associated with the
integration of Alenabled systemsinto medical
devicesusedto diagnoseand treat patients The
majorrisksinclude==;

Harm to patients: Use of biasedalgorithms
due to biased training data can lead to
misdiagnosisind entrenchmentof systematic
discrimination against certain groups of
individuals

Use of personal sensitive data without
customer consent Lackof transparencyand
meaningfulconsentrelated to collectionand
use of health data by medical apps and
services(e.g., wearables,health-related web
searchespnline genetictesting servicesmay
impacti n d i v pridaayand lémit accesso
health insuranceproducts The ability to de-
anonymize health data with relative ease
furtherimpactsi n di v prichaya | s’

Substandardcollaborative medicaldecision
making between health professional and
patient: Aldriven diagnostic services lack
informationthat health professionalsantake
into consideration (e.g., hon-quantifiable or
non-captured patient data), leadingto worse
healthoutcomes

If an Algenerated result or recommendation
leadsto inaccurateconclusions misdiagnosispr
false positives, this could amount to negligence
Evenif Al is only used as an aid for referrals, if
these referrals prompt investigations or
procedureghat are unnecessaryinvasive or lead
to poorer patient outcomes, then liability may
arise

Moreover, the blurring of responsibilities
between the medical device and health
professionalsis a concern As fast technological
progress is outpacing the ability of quality
assuranceteams to understand how best to
provide oversight,it further increaseghe liability
risk

A respectiveuse caseillustration is presentedon
the followingpage
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USE CASE ILLUSTRATION: Medical devices

Maintain an accurate representation and Use algorithmic design history file (ADHF) to
documentation of the Abased medical device document the design input, output, review,
and its development process, including verification, validation, transfer, and changes.

extensive risk assessment and hazard analysis,
which must be continuously updated as new
risks are discovered. Proactively maintain post
market surveillance for any issues that may aris
concerning safety of a medical device.

[}

Publish details of health care algorithm To enhance confidence in-Assisted medical
development and disclose key information diagnoses, healthcare companies can develop
about how Al system is trained, for example the|  solutions that assign each diagnosis a confidence
size, diversity and provenance of the training score and explain the probability and contribution
datasets. of each patient symptom (e.g., vital signs, signals

from medical reports, lifestyle traits) to that
diagnosis. Clinical professionals can then
understand why the conclusion was made and
make a different one if required.

Provide technical support for higuality data Adoption of data quality standards, such as the
gathering efforts. UK NHS Digital Data Quality Maturity Indéx
Provide medical education to prepare health Examples include:

care providers to evaluate and interpret the Al a) MIT Sloan Management Executive Education
systems available in the evolving heattire Artificial Intelligence in Healthcare
environment. b) Harvard School Public of HealtApplied

Atrtificial Intelligence for Health Care

¢) University of Manchester, NHS Health
Education England Al for Healthcare: Equipping
the Workforce for Digital Transformation

Adopt healthcare Al products approved by Use of certified Al/Mibased Software as a
national competent authorities. Medical DeviceaMD thar delivers safe and
effective software functionality to improve the
quality of care that patients receiv€. It should
adhere to good ML practices, patieo¢éntered
approach including transparency to users,
regulated scientific methods related to
algorithm bias, and proven realorld
performance.




Outlook

Increased crosmdustry collaboration can help raise public confidence in
risk mitigation methods and inspire trust in a digital society

Liability is an important tool for regulators to

mitigate potential harm and alreadyappliesto the

useof Al systemsin well-recognizedcasessuchas
those related to medical malpractice Al
developersand userscanexpectnew liability laws
that aim to mitigate risksspecificto the useof Al.

In 2020 the EuropeanParliamentadopteda non-
bindingresolutionon a civil liability regimefor Al

In 2021, the EUCommissiorpublisheda proposal
for the first bindinglegalframeworkfor Al, which
Is expectedto prompt future regulatoryinitiatives
injurisdictionsoutsideof the EuropeariJnion

Beyond regulatory interest, broader recognition
of algorithmic risk among developers,insurers,
and the public hasled to increasedavailabilityof

tools that ‘can help developersbuild responsibly
and reduce risk Standardsbodies such as the

International Organization for Standardization
and International Electrotechnical Commission
are working on formalizing Al risk management
guidance“’. Increased awareness of risk

mitigation resourcessuch as these, developed
with technicaland proceduralrigor, will serveto

reducealgorithmicrisk, increaseAl adoption, and

help insurersevaluateand reinforce a strong risk

posture

Technologycompaniesand insurerscan pair their

strengths to mitigate algorithmic risk across
industriesand motivate broader adoption of risk

management best practices Technology
companies have firsthand insight into cutting-

edge methodsto reduce risk from development
to deployment,while insurancecompanieshavea

long history of incentivizing the use of best
practices for enhanced safety and security in

industriesfrom transportationto healthcareand

many  others Increased  crossindustry
collaborationcan help raise public confidencein

risksmitigation methods and inspire trust in a

digitalsociety

AsMi c r o GhefRéspossiblél Officerputsit,
““Wall nheedto think deeply about and account
for sociotechnicalimpacts (of Al systems)... As
the adoption of Al technologiesacceleratespew

and complex ethical challengeswill arise=®".
Algorithmic risk managementis neither solely a
technicalproblem nor solely an operationalone.
Effectivelymitigating this risk requiresa life cycle
approach to development and a holistic
evaluation of where and how Al will be used
within organizationgind by customers

Zurichand Microsoft are committed to advancing
the responsibleuseof Al and data, and in finding
novel waysto tackle algorithmicrisk to improve
trust in technology,thereby helping to address

L e e
Nim— v 7
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referencedin the fourth openingsentenceof this
paper. We trust that this paper will encourage
more organizationgo do the same

We all need to think
deeply about and account
for sociotechnical impacts
of Al systems

Zurich and Microsoft are
committed toadvancing
the responsible use of Al
and data, and infinding
novel ways to tackle
algorithmic risk to
Improve trustin
technology, thereby
helping to addresthe
g2NI RQa
challenges.
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